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Summary 

Summary of Deliverable 
 
Deliverable 3.5 “Cloud-based data management system” deals with the activitiy carried out in 
the iWAYS project under Task 3.3 “Data security, clarity and reliability” Work Package 3 
“Design of sustainable water sourcing as replacement for industrial water” during M04-M36 of 
the Project. 
 
The goal of Deliverable 3.5 is to describe the developed cloud-based data management 
system with capabilities for deploy and integrate data analytics/artificial intelligence for smart 
water management decisions. It includes the definition and construction of the hardware and 
software infrastructure to ensure the security, sanity and reliability of the acquired data.  
 
Deliverable 3.5 presents the outputs of the activities carried out in Task 3.3, which are: 

- Review of the state of the art of data quality and sanity.  
- Create a secure IoT platform with a modular structure comprising communication, 

persistence, management, and analytics modules. Utilize a service-based approach 
that enables dynamic addition or removal of modules without the necessity to re-
implement or redefine any existing elements, as per the design outlined in D3.1. 

- Develop and implement a web-based tool dedicated to the pre-processing of time-
series data. This tool will streamline the creation of pre-processing pipelines, ensuring 
the integrity and reliability of the data by facilitating user-friendly definitions. 

- Design and implement a module aimed at managing pre-processing pipelines within 
the cloud-based data management system. This addition will bolster the system's 
capabilities, contributing to the enhancement of data quality. 

- Create interfaces, protocols, and data models that facilitate the seamless exchange of 
data with the IoT platform. This includes support for both real-time and batch mode 
operations, adhering to established IoT and IIoT standards like REST and MQTT. 

- Build the persistence system to efficiently manage all metadata essential for the proper 
functioning of the IoT platform. This encompasses aspects like accepted data formats 
and the identification of physical resources capable of publishing information, among 
other vital parameters. 

- Conduct a rigorous validation of the cloud-based data management system by 
executing a comprehensive suite of functional, load, and stress tests to ensure its 
optimal performance and reliability. 

 
 

Disclaimer 
This publication reflects only the author's view. The Agency and the European Commission 
are not responsible for any use that may be made of the information it contains. 
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 Introduction 
 
The aim of the iWAYS Project is the reuse of industrial waters in combination with heat and/or 
substances in energy and resource intensive industries by developing an innovative Heat Pipe-
Based Condensing Economiser and other integrated water-smart strategies. The iWAYS 
project commenced in December 2021 (M01) and this report, Deliverable 3.5 “Cloud-based 
data management system – Public Version” (D3.5), is the last from the project’s Work Package 
3 (WP3) “Design of sustainable water sourcing as replacement for industrial water” related to 
the iWAYS platform. 
 

1.1. The Role of the Deliverable 3.5 
The goal of Deliverable 3.5, which corresponds with the outcome of Task 3.3 “Data security, 
clarity and reliability”, is to develop a secure cloud-based data management system with 
capabilities for deploy and integrate data analytics/artificial intelligence for smart water 
management decisions.  
 
The design and specification of the secure cloud-based data management system, which was 
presented on D3.1 “Design of the monitoring and control system for each use case”, was based 
on the process and technological specification (WP2), DSS requirements (WP3) and initial 
designs of iWAYS innovative technologies (WP4 and WP5), providing a flexible IoT platform 
that can be adapted to each individual case. The designed IoT platform on WP3 for the 
monitoring and control of industrial cases was implemented and tested on Task 3.3 and 
presented on this deliverable and D3.4.  
 

1.2. Approach to the Development of D3.5 
To progress the development of Project Task T3.3 “Data security, clarity and reliability”, 
Eurecat prepared the D3.5 Table of Content (ToC) and the description of the expected content 
for each section and subsection. This document was uploaded to the project repository and 
discussed in a Teams WP3 meeting with the WP3 Task Leaders, avoiding possible 
overlapping between tasks. Then, the ToC was updated with the suggestions and 
recommendations of WP3 partners and Technical Coordinator. Later, the document facilitated 
the collection of data in a standardized way.  
The extraction of the necessary information to develop and deploy the iWAYS IoT platform 
was done through the review of documents available in the project's document repository 
(mainly D3.3), and the interaction with technology suppliers, and industrial cases.  
Monthly meetings of WP3 were held with the objective of addressing the tasks and solving 
problems.  
 

1.3. Document Outline 
In line with the requirements of the project Grant Agreement and Work Package 
Descriptions, this report includes: 

a) a detailed state of the art of Data Quality and Sanity techniques (see section 2); 
b) a detailed description of the iWAYS IoT platform implementation, including a tool to 

exlore the pre-processing of timeseries (see section 3); 
c) the validation of the cloud-based data management system, including the funtional 

tests, and load and stress tests (see section 4); 
d) the conclusions and future work related to the implementation of the IoT platform (see 

section 5); 
e) a full description of the API for managing pre-processing pipelines, including data 

models and methods (see section Annex A);  and  
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f) a full description of the tests carried out during the functional tests (see section Annex 
B). 
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 State of the art of Data Quality and 
Sanity 

 
When we talk about data, we talk about the area of greatest interest at the moment for 
companies. These data give rise to optimization, prediction or even early warning while 
increasing the profits and knowledge of these companies. However, there are a series of 
premises that are becoming increasingly important when collecting and working with data. 
BigData has been the focus of many industries for the past few years. Nevertheless, many 
projects and industries try to adapt their current ongoing systems to deal with this new trend 
without dramatically altering their existing ecosystem of work. When this approach takes into 
action, often leads to an “adapted” Big Data version. The goal of these approaches is not 
wrong, but the concerns which are taken during the procedure often are. During the process 
of developing and deploying Big Data solutions, the Data Quality present in its sources is rarely 
considered. Now that the knowledge in this sector is rapidly growing with many more 
successful Study Cases to take as reference for a valid State of the Art, the Data Quality term 
has been taken into consideration by the whole community since it is strongly linked to the 
usefulness of the data. It is important to mention that this term has been there for many years 
(see Table 1). 
 
Table 1 Common data quality definitions 

Authors Year Data Quality Definition 

Wang and Strong 1996 
“data that are fit for use by data consumers.” 
(Wang & Strong, 1996, p. 6) 

Redman 2001 

“Data are of high quality if they are fit for their 
intended uses in operations, decision making, 
and planning. Data are fit for use if they are free 
of defects and possess desired features.” 
(Redman, 2001, p. 74) 
 

Kahn, Strong, 
and Wang 

2002 

“conformance to specifications” and “meeting or 
exceeding consumer expectations” 
(Kahn et al., 2002, p. 185) 
 

Olson 2003 
“[…] data has quality if it satisfies the 
requirements of its intended use.” 
(Olson, 2003, p. 24) 

 
 
Data has become an asset in the past few years. This accumulation of information has become 
the next step to achieve for many companies especially the ones related to Industry. Referring 
to (Zhou, Liu, & Zhou, 2015) and taking Industry 4.0 as a reference, the keys technologies 
which depend on the quality of the data are the integration of Cyber-Physical Systems 
(CPS), the mobile Internet and the Internet of things, cloud computing, big data, and 
advanced analytical techniques. 
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For those technologies, data represents a highly valuable active for extracting insights and a 
means for communication among industrial systems and computers. When this means of 
communication fails or its quality is not enough, it directly reports into the value of the final 
product of any data consumer entity. (Mirzaie, Behkamal, & Paydar, 2019) summaries the 
situation around data quality in BigData as “One of the most significant problems of Big Data 
is to extract knowledge through the huge amount of data. The usefulness of the extracted 
information depends strongly on data quality”.  
  
To eliminate the chance of reaching this scenario, the Data Quality acts as a previous 
regulation which ensures the data which is being sorted is in its best state already. The term 
of Data Quality can be understood differently depending on the context its being applied at 
(consumer perspective, business perspective or, standards-based perspective). Nevertheless, 
by looking at (Fürber, 2015), it is appreciable how all those fields of actuation reach a nexus 
of union in which DQ is assessed as the comparison of the actual state of a set of data and its 
desired state to start being usable. 
 
Thanks to the knowledge provided by (Fürber, 2015; Herzog, Scheuren, & Winkler, 2007; 
Fleckenstein, Fellows, & Ferrante, 2018; Mahanti, 2019; Bian, et al., 2020) and following the 
lines stablished by (Wang & Strong, 1996), Data Quality dimensions can be classified into 
categories (see Table 2). 
 
Table 2 Data quality dimensions and their definitions according to Wang and Strong in (Wang & Strong, 1996) 

Category Dimension Definition 

Intrinsic 

Believability 
“The extent to which data are accepted or regarded as true, 
real and credible.” (p. 31) 

Accuracy 
“The extent to which data are correct, reliable and certified 
free of error.” (p. 31) 

Objectivity 
“The extent to which data are unbiased (unprejudiced) and 
impartial.” (p. 32) 

Reputation 
“The extent to which data are trusted or highly regarded in 
terms of their source or content.” (p. 32) 

Contextual 

Value-added 
“The extent to which data are beneficial and provide 
advantages from their use.” (p. 31) 

Relevancy 
“The extent to which data are applicable and helpful for the 
task at hand.” (p. 31) 

Timeliness 
“The extent to which the age of the data is appropriate for 
the task at hand.” (p. 32) 

Completeness 
“The extent to which data are of sufficient depth, breadth, 
and scope for the task at hand.” (p. 32) 

Appropriate 
amount of data 

“The extent to which data are of sufficient depth, breadth, 
and scope for the task at hand.” (p. 32) 

 

Category Dimension Definition 

Representational Interpretability 
“The extent to which data are in appropriate 
language and units and the data definitions are 
clear.” (p. 31) 
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Ease of 
understanding 

“The extent to which data are clear without 
ambiguity and easily comprehended.” (p. 32) 

Representational 
consistency 

“The extent to which data are always presented 
in the same format and are compatible with 
previous data.” (p. 32) 

Concise 
representation 

“The extent to which data are compactly 
represented without being overwhelming (i.e., 
brief in presentation, yet complete and to the 
point).” (p. 32) 

Accessibility 
Accessibility 

“The extent to which data are available or easily 
and quickly retrievable.” (p. 32) 

Access security 
“The extent to which access to data can be 
restricted and hence kept secure.” (p. 32) 

Going deeper in this section and taking (Bian, et al., 2020) as the main reference, the previous 
introduction of DQ dimensions can be classified in a much-structured classification (see (Black, 
van Neder, & DAMA NL Foundation, 2020), p.18). As a summary, there is a main set of 12 
data dimensions which define the Data Quality concept (see Table 3). 

 
Table 3 Definitions of the most common dimensions of data quality (Black, van Neder, & DAMA NL Foundation, 
2020) 

Nr Dimension 
Data 
Concept 

Definition 

4. Accuracy Data values 
The degree of closeness of data values to real 
values. 

6. Availability Data 
The degree to which data can be consulted or 
retrieved by data consumers or a process. 

7. Clarity Metadata 
The ease with which data consumers can 
understand the metadata. 

12. 
Completeness 

Records 
The degree to which all required records in the 
dataset are present. 

14. Data values 
The degree to which all required data values 
are present. 

20. Consistency Data values 

The degree to which data values of two sets of 
attributes: 
 Within a record 
 Within a data file 
 Between data files 
 Within a record at different points in time 

comply with a rule 

26. Currency Data values 
The degree to which data values are up to 
date. 

43. Punctuality 
Dataset 
availability 

The degree to which the period between the 
actual and target point of time of availability of 
a dataset is appropriate. 
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53. Timeliness 
Dataset 
availability 

The degree to which the period between the 
time of creation of the real value and the time 
that the dataset is available is appropriate. 

Nr Dimension 
Data 
Concept 

Definition 

54. Traceability Data The degree to which data lineage is available. 

56. Uniqueness Records 
The degree to which records occur only once 
in a data file. 

57. Validity  Data values 
The degree to which data values comply with 
rules. 

 
 
Once DQ has been introduced and all its dimensions can be understood from a unified 
perspective as it can be the one provided by (Wang & Strong, 1996), the next step involves 
the detection of potential problems that may end up damaging this quality of the data. 
According to (Fürber, 2015), to identify different types of data requirements, they developed a 
generic data quality problem typology by summarizing problem types found in the literature, in 
(Kashyap & Sheth, 1996; Leser & Naumann, 2007; Henriques, Oliveira, & Rodrigues, 2005; 
Rahm & Do, 2000). The problems are thereby classified from two perspectives: 

- The problem location perspective: 
o Attribute value problems (problems in values within a single attribute). 
o Multi-attribute problems (problems where values of two or more attributes are 

involved). 
o Problems of object instances which are represented via tuples in case of a table 

format. 
o Problems of the data model. 

 
- The scenario perspective: 

o Single-source problems (problems that occur within a single data source). 

Integration-specific problems (problems that only occur when integrating data from two or more 
sources). 
 

2.1. Data Outliers 
 
Data outliers are one of the major manifestations of data uncertainty. Linking this uncertainty 
with the previous introduction of DQ domains of (Fürber, 2015) and (Black, van Neder, & DAMA 
NL Foundation, 2020), outliers could be strongly contained inside the “accuracy” and 
“reliability” DQ dimensions. 
On one side, the accuracy of an initial value can be defined as “The extent to which data are 
correct, reliable and certified free of error.” (Wang & Strong, 1996). On the other side, the 
Reliability of an initial data value can be defined as “The closeness of the initial data value to 
the subsequent data value.” (Black, van Neder, & DAMA NL Foundation, 2020). By extending 
the research, it can be seen how important references as (Grubbs, 1969) and (Maddala & 
Lahiri, 1992) treat outliers as a data point that differs significantly from other observations 
(linking with the “reliability” DQ domain definition of (Black, van Neder, & DAMA NL 
Foundation, 2020) and proving its veracity). 
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It is also important to denote a clear link between these definitions of (Black, van Neder, & 
DAMA NL Foundation, 2020; Grubbs, 1969; Maddala & Lahiri, 1992) and the actual IoT and 
Big Data data-gathering techniques like the streams of data in which outliers are a very 
common procedure to detect and clean if needed (e.g., noise on wavelengths, peaks on 
thermal sensors, etc). 
 
 
Outliers are elements that significantly differ from other elements in a dataset. This does not 
automatically mean that they represent errors. In fact, outliers may translate to important 
information. Based on (Zhang, Meratnia, & Havinga, 2010), an outlier could represent: 

- An error: A value generated due to a system dysfunction (e.g., a node failure). 
- An event: A value generated because of a sudden or extreme change in the monitored 

phenomena (e.g., a passing hurricane). It represents an extreme (legitimate) reading. 
- Point anomaly: Represents a single value that differs greatly from other values in a 

dataset. 
- Contextual anomaly: Represents a single value that differs greatly from other values 

in a dataset. 
- Collective anomaly: Represents a collection of related values which differ largely from 

the rest of values in the dataset. The occurrence of the whole cluster of values is what 
is considered outlier and not necessarily the individual values. 

 
When a source of data contains multiple outliers among their samples, its further usage for 
developing intelligent solutions might be compromised before even starting. Nowadays 
gathered data has an implicit value closely linked to data mining, feature extraction, and 
intelligent systems which will end up extracting insights from this unreliable source of data. 
When this scenario is not correctly treated when data stated to be gathered, examples like 
(Jeffery, Alonso, Franklin, Hong, & Widom, 2006) arise. In this specific Use Case, the solution 
ended up with almost half of the emitted alerts classified as false positives due to unreliability 
of the raw data. 
The final impact of an unreliable or inaccurate data source will be given by the final context in 
which the conclusions drawn from them will be used. This is two times dangerous, once 
because the final impact of having outliers will not be evaluable until the final solution will be 
built. And twice dangerous if those problematics exist but are not detected while allowing the 
final solution to reach the production stage. 
To avoid any of these dangerous scenarios, a strictly defined Data Quality stage must be 
applied to ensure the information which is being stored follows the trend stablished by its 
previous known behaviours. Furthermore, when this is not the case and the data present an 
anormal behaviour, this sample cannot be dropped. Despite this sample might not report any 
value to the data source intention, a collection of several outliers with the same behaviour 
followed by an in-depth study can lead to potentially new information (“One person's noise is 
another person's signal”). 
 
 

2.2. DQ enhancement approaches 
 
By looking at the previous sections, it is already demonstrated that when the presence of 
unreliable values among data sources ends up with costly consequences that can go from the 
droppage of all the data collected in a data source (e.g., the noise of a wavelength sensor 
made impossible to perform any predictive analysis) to the entire project reinterpretation (e.g., 
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analysing a steam valvule opening with a temperature sensor and the pattern found, studied 
and predicted ended up being an outlier with a high rate of false positive alerts). 
To avoid those scenarios, many techniques to pre-process the data and improve their quality 
were defined based on the DQ problem they try to solve. For this specific State of the art, a 
summary of each one of the five major Data Quality enhancement techniques will be done. 
This summary will consist of specific information regarding the technique principles, the 
involved procedure and the DQ aspects which enhances. 
 

2.2.1. Outlier detection 
 
The procedure involving outlier’s detection goes through the identification of elements that 
differ from what is considered normal. By its definition, this process will be fed with both types 
of data, correct and incorrect. Once enough data is collected, thanks to the experience and 
knowledge of an expert, the already presented “normal behaviour” will be defined to start the 
outlier’s detection phase. 
During the outliers’ detection phase, the goal is to either supress or highlight the input 
information which will differ from the standard behaviour previously defined. On one hand, 
supressing the detected outliers is an accepted procedure if the trigger of those ones is an 
already studied and understood cause. Some examples of this procedure can be when the 
outlier cause is either a specific behaviour of the data gathering system or a specific response 
to a periodical registered activity. On the other hand, highlighting outliers is also used when 
looking for rare and unknown events or patterns underlying in a dataset. For this scenario, 
outlier detection can be closely related to the novelty detection of patterns which are mined 
and incorporated into the normal model (Chandola, Banerjee, & Kumar, 2009). 
Outlier detection can be linked with the previously introduced Data Quality field of study at two 
different levels. 
- On a shallower level, a direct relation with the Data Quality handling instances procedure 

can be stablished. Outlier detection represents the first phase in this procedure which aims 
to increase the overall accuracy and reliability of the data processing results in general. 
This goal does not imply any modification on the actual accuracy at the level of single data 
items which will remain the same. This is because data processing operations cannot 
modify the actual accuracy of the samples, the only system which can do this are the data 
generating sources themselves (e.g., sensors) (Klein & Lehner, How to optimize the 
quality of sensor data streams, 2009). 

- On a much deeper level, exists a common nexus when talking about Data Quality 
dimensions and outliers. Even though this is a not a very active field of study, there are 
noticeable conceptions of it, like the ones presented in (Klein, Do, Hackenbroich, 
Karnstedt, & Lehner, 2007; Klein & Lehner, Representing Data Quality in Sensor Data 
Streaming Environments, 2009) or (Kharlamov, et al., 2017). The main idea of this 
procedure is to build an end-to-end management of DQ from capturing to persisting the 
data. To do so, data values within each window are associated with their DQ dimensions 
values. Later, these DQ values will be used as criteria to classify the data while lightening 
and accelerating the processes of the monitoring and diagnostics tasks. For this 
procedure, its development can take up to the 80% of the overall time needed by the 
engineer to accomplish the task (Kharlamov, et al., 2017). 

2.2.2. Interpolation 
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Interpolation consists of inferring missing values based on other (available) values. In the 
context of data stream, it represents an estimation of missing data stream attributes or tuples 
(due to sensor malfunctions or loss of connection, etc.).  
As an example of actuation, taking a time window 𝑖 of 15 minutes formed by registers of 1 
minute. When inside this window a specific value 𝑖௫ is missing, its value can be estimated 
though the rest of the values in the window: [𝑖଴, 𝑖௫ିଵ] & [𝑖௫ାଵ, 𝑖ଵସ]. This interpolation can be 
done in multiple ways since there is much research done in this field of study (linear 
interpolation, polynomial interpolation, etc). 
In relation to DQ and its different dimensions, interpolation is closely linked to the Dropped 
readings DQ problem class. Missing values represent gaps in available data about a certain 
entity or phenomena of interest for the user. These gaps end up affecting multiple 
dimensional levels of the DQ at the same time: 

- Volume: After dropping specific sections of the data, the remaining size of the data 
input might not be over the necessary threshold to carry on with later phases of data 
processing pipeline. Applying an interpolation technique to this problematic set of data 
will autocomplete those missing values while increasing the overall DQ volume score. 
 

- Completeness: When talking about the completeness of the data, the concepts of 
size, volume or amount of data have nothing to do with it. In fact, a set of data is 
considered to be complete based on the available ratio of non-interpolated items to all 
available data in the considered stream window. For this reason, when the volume of 
the data is increased due to interpolation, the result of this operation will end up having 
less completeness. Proving this definition in a realistic example in which a regressive 
model (ARIMA, SARIMA, etc) wants to be applied. This situation could be described 
as an optimization problem. On one side, the autoregressive model needs the data to 
be continue in time (no gaps) on the other side, by filling large gaps of data (DQ volume 
increment) it will repercuss in a less complete set of data (DQ completeness decrement 
since the ratio of “original” data per interpolated data has changed). To reach a valuable 
solution, the optimization procedure will go through dropping large gaps of data and 
keeping the small ones, always considering the user DQ requirements (Klein & Lehner, 
How to optimize the quality of sensor data streams, 2009). 

 

2.2.3. Data integration 
 
When it comes to the manipulation of multiple inputs of the same type of data (e.g., water 
volume) coming from different sources (e.g., (𝑚ଷ) sensor and (𝑔𝑎𝑙) sensor), an integration 
work it is required if the entire available value of the data wants to be used. To accomplish a 
correct integration, these data need to overcome their structure differences and inconsistences 
to become truly beneficial for the ubiquitous services. 
Currently, there are many solutions ongoing in this active field of actuation (see Table 4). 
 
Table 4 State of the art situation around data integration 

Scenario 
solution 

Use Cases Method of actuation 

Initiative 
Open Geospatial Consortium's 
Sensor Web Enablement 

Proposes a suite of 
components and services 
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World Wide Web Consortium 
(W3C)'s Semantic Sensor Networks 
Incubator Group 

specifying standardized 
mechanism to ensure ease of 
understanding and efficient 
interoperability of sensor data. 

Framework 

Resource Description Framework 
(RDF)  
(Staab and Studer, 2007) 

Providing standardized 
mechanisms to describe data 
in order to make tasks such as 
searching, retrieval and 
processing more straight 
forward. 

Web Ontology Language (OWL)  
(Bechhofer, 2009) 

Linked Data (Qin et al., 2015) 
Ease data integration and 
retrieval in IoT. 

Linked Data 

Framework 
(Nagib and Hamza, 2016) 

Semantic data integration 
framework using Linked Data 
principles and semantic web 
technologies. 

Middleware 

OpenIoT project 
(Soldatos et al., 2015) 

Abstract the underlying 
physical sensing layer and 
ease data integration. 

Global Sensor Networks (GSN) 
(Aberer et al., 2006) 
Sensor Networks (GSN) 
(Aberer et al., 2006) 

Data integration solutions mainly focus on resolving the presentation inconsistencies between 
the various data inputs or streams. Also, they provide means to improve the interpretability of 
data (e.g., by using annotations) and their interoperability by abstracting heterogeneous 
objects specifications and presenting pervasive application with unified interfaces to search, 
retrieve and process data. 
 

2.2.4. Data cleaning 
 
Data cleaning is part of the data's life cycle as described in (Sathe, Papaioannou, Jeung, & 
Aberer, 2013) alongside data acquisition, query processing and data compression. It 
represents an important task in data processing. This concept even though has gained a lot of 
attention thanks to Big Data and IoT, it is not a new process. It has already been defined quite 
some time ago as a process for database systems in (Maletic & Marcus, 2000) where it is 
composed of three main phases: determination of error types, identification of potential errors, 
and correction of identified (potential) errors. 
While outlier detection is limited to discovering outliers, data cleaning goes a step further and 
suppresses the discovered elements. These extra efforts taken by data cleaning are translated 
to a much bigger impact over the different DQ problems (unreliable and dropped readings DQ 
problem classes). Therefore, data cleaning techniques use to have larger scopes than both 
outlier detection and interpolation techniques, to the point in which data cleaning techniques 
usually incorporate built-in capabilities for performing interpolation and outlier detection. 
Since the data cleaning scope is much larger, the considerations to take referring to DQ 
dimensions infer a much larger set of dimensions involved in both positive and negative 
manners (see Figure 1). 
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Figure 1 Built-in capabilities of data cleaning techniques (Karkouch, Mousannif, Al Moatassime, & Noel, 2016) 

 
Thanks to (Karkouch, Mousannif, Al Moatassime, & Noel, 2016), multiple data cleaning 
techniques and its respective characteristics were collected to create a wide basis for an initial 
State of the art (see Table 5). 
 
Table 5 Data cleaning techniques State of the art 

Technique’s 
characteristics 

Subdimensions Summary 

Approach type 

Model-based 

These techniques use many well-established 
mathematical models (e.g., regression models) 
to perform data related tasks, such as outlier 
detection. These mathematical models are 
surveyed in (Sathe, Papaioannou, Jeung, & 
Aberer, 2013). 

Declarative-based 
These techniques use a higher-level 
abstraction queries to describe the cleaning 
process. 

Cleaning Scope 

Outlier detection 
Set of techniques that centers its point of 
actuation over the specific field of outlier 
detection. 

Data cleaning 
Techniques that focus on acting over the entire 
space of research and actuation covered by the 
Data Cleaning. 

Data stream 

RFID 
Techniques capable of processing RFID 
(Radio-frequency identification) data. 

Sensor 
Techniques capable of processing streams of 
data coming from data generating sources 
(e.g., sensors). 

Data 
characteristics 

Continuity 
The data coming from monitoring many 
physical phenomena is considered as 
continuous (e.g., temperature). 
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Spatial correlation 
Exists a certain correlation between two or 
more nearby data generating sources in some 
common features (e.g., house prices). 

Temporal 
correlation 

Exists a noticeable degree of statistical 
correlation between the data source 
observations when considered as a series 
collected over time from a fixed sampling point 
(e.g., stock prices). 

Mode 

Online 

The data stream is processed as soon as it is 
captured in a real-time fashion. No trace files 
storage or processing is required which results 
in a simpler system design. 

Offline 

Processes data after their arrival and storage. 
In this case, trace files, typically voluminous 
due the amount of data generated, are stored 
and processed periodically or on demand. 

Error/event 
separation 

- 

Outliers could represent either errors or 
important events. The ability to distinguish the 
underlying knowledge of an outlier could help 
reduce the intervention of the human factor. 

 
Technique’s 
characteristics 

Subdimensions Summary 

Multiple variables 
of interest 

- 

A variable of interest represents an attribute in 
the real world. The types and sources of sensor 
data used by data cleaning techniques vary 
from unique to heterogeneous sources. 

Automatic - 
The degree in which human intervention starts 
to be necessary in the data cleaning process. 

Domain-agnostic - 

Depending on the need for prior (domain-
specific) knowledge, techniques are either 
domain-agnostic (usable for various domains) 
or domain-specific (they are designed for the 
use in a specific context). 

Distributed - 

In a distributed design, the cleaning tasks are 
performed locally in various components (e.g., 
sensor nodes) in contrast with the centralized 
design where the cleaning pipeline tasks are 
performed in one place (e.g., a server). 

Fault tolerance - 

Sensor devices face many problems (e.g., node 
failure). Data cleaning approaches, which 
interact generally with the physical perception 
layer, should be resilient to faults and node 
failures in order to provide a stable service. 

Confidence - 
A confidence score represents how much trust 
we can put in an element. A confidence score 
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could be calculated and attributed to different 
elements (e.g., dataset's values, sensor nodes). 
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 Cloud-based Data Management 
System 

 
The Cloud-based Data Management System, named iWAYS platform, it is based on non-
traditional data processing and analysis softwares. The data generated by the new processes 
to recover water and heat and to treat water will be ubiquitously accessible and persisted in a 
non-aggregated form. This will facilitate decision-making, and the future exploitation of the 
knowledge stored in persistent information. 
 
A iWAYS platform was designed to support the data value chain in the three industrial 
processes (Alufluor, Concorde and Tubacex). The platform provides the necessary capabilities 
to manage all the data generated, and therefore provide a system capable of supporting 
evidence-based decision-making. In addition, the platform supports the deployment of 
intelligent modules aimed at impacting both process efficiency and data quality improvement. 
 
The iWAYS platform (see Figure 2) is defined using a modular structure based on services 
that allow for dynamically adding or removing modules without the need to re-implement or 
redefine any of the existing ones. 
 
The iWAYS platform uses open interfaces compatible with most industry protocols and 
standards, ensuring the interoperability. 
 
The iWAYS platform architecture is based on four main modules: (i) Communication module; 
(ii) Persistence module; (iii) Management module; and (iv) Analytics module. 
 

 
Figure 2 Architecture diagram of the iWAYS platform 

 
Figure 2 shows how the data is integrated into the iWAYS platform through the communication 
module, more specifically the MQTT broker. The internal communication in the platform is also 
done through the MQTT broker, which allows the persistence module to consume the 
information to be stored, and the analytics model to process the information in real time. The 
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communication with third party or external applications such as the DSS or the tool to detect 
unauthorised access (T3.3) is done through two interfaces: (i) the MQTT broker that provides 
real-time access to all the information through the publish/subscribe paradigm, and (ii) the 
REST API that provides access to all the historic information persisted by the IoT platform. 
Finally, the management module provide access to the end user to visualize the data. 
 
Below, the following subsections present the implementations carried out regarding the 
different components and subcomponents. 
 

3.1. Analytics Module 
 
In the dynamic realm of industrial operations undergoing digitization, the advent of data-driven 
solutions presents unparalleled opportunities for innovation and efficiency. As factories and 
supply chains embrace this transformative power, the success of such initiatives is intricately 
tied to the quality and integrity of the underlying information. Then, data plays a pivotal role in 
informed decision-making, process optimization, and predictive analytics. However, the 
journey towards these advancements is fraught with challenges, with data integrity standing 
out as a primary concern. Inaccurate, incomplete, or inconsistent data not only undermines 
critical processes but also poses a direct threat to the safety, reliability, and profitability of 
industrial operations. Whether on the shop floor or in the boardroom, the accuracy of data 
becomes a decisive factor, as faulty information can propagate disruptions, delays, and 
jeopardize the safety of personnel and assets. Thus, ensuring the sanity of data, its coherence, 
consistency, and reliability, emerges as an absolute necessity in this landscape of 
technological evolution. 
 
The process of detecting and correcting inconsistencies, missing values, and outliers in an IoT 
platform first requires an analysis of the data to identify the optimal detection and correction 
algorithms and their parameterization. Subsequently, the deployment of data processing 
pipelines to detect and correct these inconsitencies is necessary. Given that this process relies 
on installed and fully operational measurement systems to identify data quality issues, the tools 
for both subsequent analysis and deployment of data pre-processing algorithms have been 
defined and implemented throughout Work Package 3. 
 
Below, both tools are depicted: 
 

3.1.1. Web-app tool for pre-processing time-series 
 
In the evolving landscape of data analytics, the efficient exploration and pre-processing of 
datasets are paramount for informed decision-making. This document introduces a web-based 
application, developed in Python using the Streamlit library. Designed for time series data 
analysis, this tool provides a user-friendly interface for loading CSV data, conducting insightful 
data inspections, and applying and tuning various pre-processing techniques. The objective is 
to facilitate the analysis and configuration of pre-processing algorithms for their implementation 
and deployment via a REST API (see Section 6: Annex A). 
 
The main capabilities of the web-based tool are: 

- Data Loading and Inspection: The application enables seamless loading of CSV files, 
offering users an immediate avenue for dataset exploration. Statistical metrics about 
each parameter are automatically generated, providing an initial overview of the 
dataset's characteristics. 

- Column Manipulation: Users benefit from the flexibility to modify column names 
directly within the tool, tailoring them to specific analytical requirements. This feature 
enhances the tool's adaptability to diverse datasets. 
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- Technique Selection: The tool incorporates two distinct categories of pre-processing 
techniques: Outliers Detection and Correction (including Score, IQR, Hampel Filter, 
and DBSCAN) and Time Series Smoothing (comprising Moving Average, Exponential 
Moving Average, and Gaussian Moving Average). 

- Parameter Configuration: Users have the capability to fine-tune algorithm 
parameters, allowing for customization based on dataset nuances and specific 
analytical objectives. 

- Data Visualization: The tool provides an interactive visualization of both raw and 
processed data, enabling users to perform a comparative analysis. This visual 
feedback aids in comprehending the impact of applied techniques on the dataset. 

 
 
The serves as a standalone resource for data analysis, its ultimate purpose is to assist in 
configuring pre-processing algorithms, facilitating seamless implementation and deployment 
using a REST API. 
 

 
Figure 3 Screenshot of the web-app tool to configure data pre-processing pipe-lines 

 

 
Figure 4 Example of pre-processed data, removing outliers and smoothing the signal 
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3.1.2. Deployment of pre-processing pipelines for data quality 
and sanity 

 
The deployment of pre-processing pipelines to detect and correct inconsistencies in the iWAYS 
platform requires an own architecture. This architecture should support the execution of any 
kind of data pre-process, punctual or streaming, including the management of its life cycle 
(submission, queuing, execution, etc..) and memory. 
 
To achieve it, the architecture containsa an Analysis Process Execution Engine (APEE) that 
takes care of the analysis processes, a Rest API to interact with the APEE, and a configuration 
file format for the definition of analytical pipelines. 
 
The architecture relies on the concept of analytical pipelines. A pipeline is an ordered collection 
of steps that need to be taken for each input in order to execute the required analysis that 
leads to the desired output. The analytical pipelines are processes meant to be executed over 
some input data. In turn, as a result of the analysis, some output data can be generated. The 
input of an analytical process can be PUNCTUAL (the data to be processed is finite and exists 
before the process begins) or STREAMING (the data to be processed is potentially infinite and 
can be generated while the process is executing). 
 
This section documents all the features and manuals related to the designed and implented 
architecture to deploy pre-processing pipelines in the iWAYS platform, including the data 
models used and the building blocks. 
 
The analytical Process Execution Engine is based around de concept of Process, where a 
process is an independent and state full execution of a pipeline. The independence of a 
process refers to the fact that no data is shared between two processes running in parallel, 
even though they might be executing the exact same pipeline. The state fulness of the 
analytical processes refers to the fact that each process can have a set of attributes necessary 
for its execution, and these attributes are guaranteed to be maintained when even if the 
analytical process execution engine crashes.  
 
The main goal of the APEE is to handle the execution of the said analytical processes. Taking 
care of the persistence of the state. 
 
The parameters that define a process are: 
 

class ProcessParams 
{ 
    id:str; 
    source:DataSourceParams; 
    pipeline:StepParams[]; 
    sink:DataSinkParams; 
} 

 
Where:  

- source (DataSourceParams): The configuration parameters of the Data Source used 
by the analytical process. The actual value depends on the type of data source 
(pub/sub sustem, file, API polling, etc..).  

- pipeline (StepParams[]): The configuration parameters of the steps that compose the 
pipeline. Each step contains its necessary information.  
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- sink (DataSinkParams): The configuration parameters of the Data Sink where the 
results of the analytical process are feed. The actual value depends on the type of the 
data sink (pub/sub system, file, database, API call, etc..).  

 
To handle the execution of analytical processes, the platform offers a series of methods 
exposed through an API (see Section 6). Using this API, we can submit new processes, query 
its current status and terminate it. 
The execution of an analytical process starts with the APEE client making a request to the 
submit endpoint. In that request, the client provides a definition of the analytical process using 
the ProcessParams. Once received, the process is queued until a thread is available for 
executing the process and its status is changed to PENDING. Once a thread is available for 
executing the process, its execution starts and its status changes to RUNNING. While the 
process is on the RUNNING status, the APEE handles the reception of the input from the 
defined source, feeds that input to the defined pipeline and stores the results in the provided 
sink. The execution of an analytical process continues until one of the following conditions are 
met: (i) the source has no more elements to provide; and (ii) client terminates its execution 
through a call to the terminate endpoint (Kill process). 
 
Each analytical process has a state, that is, a set of variables that control the execution of the 
process. This information is necessary to resume the execution of the process if the platform 
fails. This state is divided into each of the components of a process: source, pipeline steps and 
sink. For each of these elements, a separate collection of information is hold. This information 
is updated on each iteration of the process execution by the corresponding component. The 
APEE guarantees that the state of a process is committed on each iteration of the process. In 
case of failure of the system, this state is provided to the components of the process to allow 
them to resume its operation. 
 
Moreover, on each iteration of the analytical process, each of its components (source, pipeline 
steps and sink) collect metrics relevant for the monitoring of the process. For instance, the 
number of executions of a pipeline step and the total spent time. These metrics are presented 
to the client as part of the ProcessStatusReport returned by the getStatus(link) API method. 
 
The REST API has been implemented using the Java programming language. Figure 5 
presents the definition and documentation of the REST API through Postman1. Postman is a 
popular platform for API development that provides a user-friendly graphical interface that 
allows developers to create, test, and manage APIs (Application Programming Interfaces).  
 
 

 
1 https://www.postman.com  
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Figure 5 API definition to manage pre-procesing pipelines 

The iWAYS IoT platform has been deployed on Eurecat servers by using Docker Compose 
(see configuration files on Annex C). Docker Compose is a valuable tool for simplifying the 
deployment and management of multi-container Docker applications, providing a valuable 
bridge between development and production environments and offering an efficient solution 
for managing the complexities of containerized applications. 
 

3.2. Communication Module 
 
The REST API defined in (see D3.1 “Design of the monitoring and control system for each use 
case” on Annex: REST API and communication protocol) has been implemented using the 
Java programming language. It provides access to third-party applications to interact with the 
iWAYS platform. Figure 6 presents the definition and documentation of the REST API through 
Postman.  
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Figure 6 Rest API implementation through Postman 

 

3.3. Persistence Module 
 
This module is in charge of guaranteeing the persistence of the incoming data in the platform 
(coming from the physical resources of the processes) and the data generated by the platform 
itself, including data previously processed or without any type of transformation. 
The persistence module consists of two persistence submodules, one relational (see Figure 
7) and one time-series oriented, both offered by TimescaleDB. All communication with the 
persistence module is centralised through the REST API that is part of the communication 
module (see section 3.2). 
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Figure 7 E-R Schema of the database
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3.4. Management Module 
 
This module is responsible for the visualisation of the data stored in the persistence module. 
As it was introduced on D3.1 section 3.3 Management Module, Grafana was selected as 
visualization technology. It is a powerful open-source analytics and monitoring technology 
known for its robust data visualization capabilities. Its user-friendly interface facilitates the 
creation of interactive dashboards, appealing to both technical and non-technical users. 
Additionally, Grafana supports HTTPS encryption for secure data transmission and 
authentication based on token-based access for secure access. 
 
Regarding the operation of Grafana, by default, it allows the visualization of time series data, 
and through plugins, it enables synoptic visualization. The integration of synoptic and time 
series views in an industrial process monitoring tools holds critical importance for effective 
monitoring, analysis, and optimization of industrial processes. The synoptic view provides 
operators with a holistic and real-time representation of the entire industrial process, allowing 
for immediate identification of anomalies, deviations, and operational issues. This visual 
overview enhances situational awareness, facilitating quick decision-making and response to 
real-time events. 
 
On the other hand, the time series view is essential for analysing historical data and trends 
over time. It enables operators and engineers to review the performance of critical variables, 
identify patterns, and conduct in-depth analysis of the industrial process's historical behaviour. 
This historical context is invaluable for predictive maintenance, identifying long-term patterns, 
and optimizing processes for efficiency. 
 
Combining synoptic and time series views offers a comprehensive approach to industrial 
process monitoring. The synoptic view ensures real-time awareness and quick response, while 
the time series view provides a historical perspective for trend analysis, performance 
evaluation, and informed decision-making. Together, these views contribute to increased 
operational efficiency, reduced downtime, and improved overall reliability in industrial 
processes. They empower operators and decision-makers with the tools to not only respond 
promptly to immediate concerns but also to strategically plan for the long-term optimization of 
industrial operations. 
 
Figure 8 presents a proof of concept for a synoptic view of a process within Grafana, illustrating 
a direct access scenario to data from the persistence module. In this technical representation 
shown how Grafana interacts with the underlying persistence layer to retrieve and visualize 
data. The Section   presents the implementation done for each use case. 
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Figure 8 Synoptic view of a process within Grafana 

Figure 8 presents a proof of concept for a synoptic view of a process within Grafana, illustrating 
a direct access scenario to data from the persistence module. In this technical representation 
shown how Grafana interacts with the underlying persistence layer to retrieve and visualize 
data. On the other hand, Figure 9 presents a proof of concept for a time series view within 
Grafana. It demonstrates that Grafana is able recover the information of the persistence layer 
and visualize it. As mentioned earlier, in Section Figure 9, specific implementations for each 
industrial use case will be showcased. 
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Figure 9 Time series view within Grafana 

 

  



D3.5 Cloud-based Data Management System   
 
 

 

31 

The project leading to this application has received funding from the European Union’s 
Horizon 2020 research and innovation programme under grant agreement No 958274 

 

 Validation of Cloud-based Data 
Management System 

 
As the Internet of Things (IoT) continues to revolutionize industries by connecting devices, 
sensors, and systems, the importance of robust testing methodologies becomes paramount. 
Functional testing, load testing, and stress testing are crucial components of ensuring the 
reliability, performance, and resilience of an IoT platform.  
 
Functional testing ensures that each component of the IoT platform operates as intended, 
performing its designated functions accurately and reliably. With the complexity of IoT 
ecosystems involving diverse devices, protocols, and interactions, functional testing becomes 
a linchpin for: 

- Validating Data Flow: Verifying that data is collected, processed, and transmitted 
accurately between devices and the central platform, ensuring the integrity of 
information. 

- Device Interoperability: Confirming seamless communication and interoperability 
between different devices and protocols to avoid potential compatibility issues. 

- Security Protocols: Testing security measures to safeguard against potential 
vulnerabilities, unauthorized access, and data breaches, ensuring the confidentiality 
and integrity of sensitive information. 

- Error Handling: Evaluating how the platform identifies, reports, and handles errors, 
ensuring the resilience of the system in the face of unexpected events. 

 
Load and stress testing are imperative for evaluating the IoT platform's ability to handle varying 
workloads and adverse conditions. These tests are vital for: 
 

- Performance Optimization: Identifying performance bottlenecks and optimizing the 
platform to handle increased data volumes and traffic during peak usage periods. 

- Scalability Assessment: Determining the platform's ability to scale with the growing 
number of connected devices, ensuring it can handle increased loads without 
compromising performance. 

- Resource Utilization: Evaluating how efficiently the platform utilizes resources such 
as computing power, memory, and network bandwidth under different levels of 
demand. 

- Fault Tolerance: Assessing the platform's resilience under stress and heavy loads, 
ensuring it can recover gracefully from failures and maintain essential functionalities. 

- Real-World Simulation: Mimicking real-world scenarios, load and stress testing help 
uncover potential issues that may arise during periods of high demand or unexpected 
spikes in usage. 

- Reliability Assurance: Ensuring the reliability and stability of the IoT platform by 
verifying its performance under extreme conditions, thus instilling confidence in its 
users and stakeholders. 

 
In conclusion, functional testing and load/stress testing are indispensable elements in the 
development and deployment of IoT platforms. They play a pivotal role in ensuring 
functionality, security, and performance, ultimately contributing to the successful and resilient 
operation of IoT ecosystems in diverse and challenging environments. For that, and to validate 
the proper functioning of the iWAYS IoT platform, functional tests and load/stress tests have 
been defined and executed. 
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4.1. Functional Testing 
 
A set of automated tests has been developed for the platform, systematically validating various 
aspects. Java 1.8 programming language and the Junit 5 testing library were employed for this 
purpose. 
 
The source code for these tests is located in the "integration_test" sub-project within the 
"org.eurecat.iot.integration_test.functional" package. 
 
It is crucial to note that the execution of each test automatically involves clearing data from the 
metadata database (where thingTypes, documentDefinitions, users, etc., are stored) and 
populating both this database and the Timescale time-series database with data for validation. 
Therefore, the test suite was executed against a development or test database. 
 
The tests are organized into the following classes: 
 

 
Figure 10 Classes of Test 

Each of these classes comprises a set of test methods focused on validating different aspects 
of the IoT platform. These classes are described deeply on Section 7 (Annex B). 

 BasisTests is aimed to validate that the operations related to the token function 
correctly. 

 ComplexDataQueryTest is aimed to validate that nested fields filters function correctly. 
 DataInjectionTest is aimed to validate that messages via MQTT are processed 

internally, persisted by the time-series database and can be queried through the API 
for accessing the time-series database. 

 DocumentDefinitionTest is aimed to validate that the operations performed with the 
DocumentDefinition entity function correctly. 

 PartialUpdateTest is aimed to validate that the partial document update flow works 
correctly. 

 RequestTest is aimed to validate that the flow of simple requests works as specified. 
 SimpleDataQueryTest is aimed to validate that the REST API interacts correctly with 

the time-series database (TimescaleDB) and is able to serve the historical data stored 
in it by applying the specified filters. 

 ThingTest is aimed to validate that the operations performed with the Thing entity 
function correctly. 

 ThingTypeTest is aimed to validate that the operations performed with the ThingType 
entity function correctly. 

 
 
The execution of the tests allowed validating the IoT iWAYS platform from a functional 
perspective, detecting a malfunction in the update of document definition versions by the 
platform in the first iteration (see TI.09). The following table shows the results obtained from 
the first iteration execution of the automated functional tests of the iWAYS platform. 
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Table 6 Results from the first iteration of automated functional tests for the iWAYS platform 

Identificator Expected Results? Yes/No Comments  
TI.01 Yes  
TI.02 Yes  
TI.03 Yes  
TI.04 Yes  
TI.05 Yes  
TI.06 Yes  
TI.07 Yes  
TI.08 Yes  
TI.09 No Partially unexpected result: the 

documents sent for version 2 are also 
stored in version 1 while the 
TimescaleDB ingestion tasks are not yet 
complete (a few seconds) 

TI.10 Yes  
TI.11 Yes  
TI.12 Yes  
TI.13 Yes  
TI.14 Yes  
TI.15 Yes  
TI.16 Yes  
TI.17 Yes  
TI.18 Yes  
TI.19 Yes  
TI.20 Yes  
TI.21 Yes  
TI.22 Yes  
TI.23 Yes  
TI.24 Yes  
TI.25 Yes  
TI.26 Yes  
TI.27 Yes  
TI.28 Yes  

 
Subsequently, corrective measures were applied to address the detected issue, allowing the 
validation of the proper functioning of the iWAYS Platform in a new iteration of the tests. 
 

4.2. Load and Stress Testing 
 
To analyze different scenarios, a set of automated tests has been developed for the IoT 
platform, examining its behavior under various saturation levels. Java 1.8 codes have been 
created to simulate real usage of the platform with a customizable load volume and make 
requests to different APIs to extract performance indicators. The source code for these tests 
is located in the 'integration_test' sub-project within the 'org.eurecat.iot.integration_test.stress' 
package. 
 
This package contains two tests, a test to assess data ingestion on the platform, implemented 
in the class DataIngestionStressTest.java. And another test, DataQueryStressTest.java, to 
evaluate data retrieval through the REST API provided by the iWAYS IoT platform. 
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4.2.1. Data Ingestion Stress Test 
 
This test aims to analyze the system's behavior under a defined volume of incoming data. To 
achieve this, a configurable number of Things of type 'testThingType' are created, each with 
associated DocumentDefinitions as shown in Figure 11 DocumentDefinition stress_test_dd1 
and Figure 12 DocumentDefinition stress_test_dd2. Once this is done, the test initiates 
separate execution threads (one for each thing). Each of these execution threads periodically 
generates a Document for each of the created DocumentDefinitions and publishes it on MQTT, 
with the time separation controlled by a parameter. 
 
Simultaneously, the main program thread performs a process every 2 seconds in which it 
randomly selects 5 Things from the list of created Things and queries the historical data access 
API to obtain the latest stored document of each type for those Things. For each of these 
documents, the time elapsed between the moment it was generated and the moment it can be 
queried (current moment) is calculated. With this data, a graph is generated representing the 
average, maximum, and minimum values of the calculated times. 
 
This test globally analyzes the time that elapses from when a message is introduced into the 
IoT Platfotm, it is processesed and persisted in database, and the data query API is able to 
serve it. 
 
{ 
     "name": "stress_test_dd_1", 
     "tag": "stress_test_dd_1", 
     "enabled": true, 
     "persistData": true, 
     "id": "stress_test_dd_1", 
     "fields":  
    [ 
        { 
            "fieldAccessor": "t", 
            "name": "t", 
            "type": "DATE", 
            "format":"EPOCH", 
            "tag":"THING_TIME", 
            "containsThingTime": true, 
            "nullable": false 
        }, 
        { 
            "fieldAccessor": "id", 
            "name": "id", 
            "tag":"id", 
            "type": "STRING", 
            "containsExternalThingId": true, 
            "nullable": false 
        }, 
        { 
            "fieldAccessor": "str", 
            "name": "str", 
            "type": "STRING", 
            "nullable": false 
        }, 
        { 
            "fieldAccessor": "int", 
            "name": "int", 
            "tag":"int", 
            "type": "INTEGER_NUMBER", 
            "nullable": false 
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        }, 
        { 
            "fieldAccessor": "decim", 
            "name": "decim", 
            "tag":"decim", 
            "type": "DECIMAL_NUMBER", 
            "nullable": false 
        }, 
        { 
            "fieldAccessor": "bool", 
            "name": "bool", 
            "tag":"bool", 
            "type": "BOOLEAN", 
            "nullable": false 
        } 
    ] 
} 

Figure 11 DocumentDefinition stress_test_dd1 

{ 
     "name": "stress_test_dd_2", 
     "tag": "stress_test_dd_2", 
     "enabled": true, 
     "persistData": true, 
     "id": "stress_test_dd_2", 
     "fields":  
    [ 
        { 
            "fieldAccessor": "t", 
            "name": "t", 
            "type": "DATE", 
            "format":"EPOCH", 
            "tag":"THING_TIME", 
            "containsThingTime": true, 
            "nullable": false 
        }, 
        { 
            "fieldAccessor": "id", 
            "name": "id", 
            "tag":"id", 
            "type": "STRING", 
            "containsExternalThingId": true, 
            "nullable": false 
        }, 
        { 
            "fieldAccessor": "str_1", 
            "name": "str_1", 
            "tag": "str_1", 
            "type": "STRING", 
            "nullable": false 
        }, 
        { 
            "fieldAccessor": "str_2", 
            "name": "str_2", 
            "tag": "str_2", 
            "type": "STRING", 
            "nullable": false 
        }, 
        { 
            "fieldAccessor": "str_3", 
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            "name": "str_3", 
            "tag": "str_3", 
            "type": "STRING", 
            "nullable": false 
        }, 
        { 
            "fieldAccessor": "int_1", 
            "name": "int_1", 
            "tag": "int_1", 
            "type": "INTEGER_NUMBER", 
            "nullable": false 
        }, 
                { 
            "fieldAccessor": "int_2", 
            "name": "int_2", 
            "tag": "int_2", 
            "type": "INTEGER_NUMBER", 
            "nullable": false 
        }, 
                        { 
            "fieldAccessor": "int_3", 
            "name": "int_3", 
            "tag": "int_3", 
            "type": "INTEGER_NUMBER", 
            "nullable": false 
        }, 
        { 
            "fieldAccessor": "decim_1", 
            "name": "decim_1", 
            "tag": "decim_1", 
            "type": "DECIMAL_NUMBER", 
            "nullable": false 
        }, 
        { 
            "fieldAccessor": "decim_2", 
            "name": "decim_2", 
            "tag": "decim_2", 
            "type": "DECIMAL_NUMBER", 
            "nullable": false 
        }, 
        { 
            "fieldAccessor": "decim_3", 
            "name": "decim_3", 
            "tag": "decim_3", 
            "type": "DECIMAL_NUMBER", 
            "nullable": false 
        }, 
        { 
            "fieldAccessor": "bool_1", 
            "name": "bool_1", 
            "tag": "bool_1", 
            "type": "BOOLEAN", 
            "nullable": false 
        }, 
        { 
            "fieldAccessor": "bool_2", 
            "name": "bool_2", 
            "tag": "bool_2", 
            "type": "BOOLEAN", 
            "nullable": false 
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        }, 
        { 
            "fieldAccessor": "bool_3", 
            "name": "bool_3", 
            "tag": "bool_3", 
            "type": "BOOLEAN", 
            "nullable": false 
        } 
         
    ] 
} 

Figure 12 DocumentDefinition stress_test_dd2 

 

4.2.2. Data Query Stress Test 
 
This test aims to analyse the behaviour of the data query system in response to a volume of 
historical data and requests for this data. To achieve this, a configurable number of Things of 
type 'testThingType' are created, each with associated DocumentDefinitions as shown in 
Figure 11 DocumentDefinition stress_test_dd1 and Figure 12 DocumentDefinition 
stress_test_dd2. Once this is done, the test initiates separate execution threads (one for each 
Thing). Each of these execution threads periodically generates a Document for each of the 
created DocumentDefinitions and publishes it on MQTT, with the time separation controlled by 
a parameter. The Document generation process generates data for the time period defined at 
the time of the test execution. 
 
After the generation of this data is complete, it is validated that all data has been correctly 
persisted in the database. Once this is done, an infinite loop is initiated that, every 2 seconds, 
makes a configurable number of historical data requests. Each of these requests asks for 
documents associated with a subset of the defined Things (10% of them) for an approximate 
period of 5% of the interval for which data has been generated, with the start date of that period 
being random. For each of the queries made, the time elapsed between the request and the 
availability of the data is calculated. With this data, a graph is generated representing the 
average, maximum, and minimum values of the calculated times. 
 
This test globally analyzes the time it takes for the API and the TimescaleDB database to 
respond to historical data queries under a configurable stress situation. 
 

4.2.3. Results 
 
The following section displays the outcome of the execution of load and stress tests on the 
iWAYS platform. It is worth noting that these tests were conducted on a machine with the 
following specifications: 

- VCPU: 4CPU 
- RAM: 30 GB 
- SO: CentOS Linux 7 (Core) 
- DISCO: 500GB HDD y 1TB SSD 

 

Regarding the results of the data ingestion stress test, tests were conducted simulating 1000 
sensors generating data simultaneously at a frequency of 2 measurements per second. The 
simulated scenario is well above the actual situation the iWays Platform will face, where we 
will have a maximum of around 100 sensors with a frequency of 1 message every 5 minutes.  
Figure 13 shows the platform's behavior under this stress scenario, providing information about 
the minimum, maximum, and average time it takes for a message to be processed by the 
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iWAYS platform and accessible through the REST API. The latency in the insertion and 
availability of simulated data remains constant over time, demonstrating that the iWAYS 
platform is capable of operating in scenarios beyond those proposed in iWAYS. Therefore, it 
can scale if necessary, without affecting its performance. 

 

 
Figure 13 Outcomes of data ingestion stress test 

 

Regarding the results of the query stress tests, the tests were conducted on a simulated 
dataset generated by 1000 things with a frecuency of 2 seconds. The test was configured to 
perform 100 simultaneous queries every 2 seconds. The following are the results related to 
the latency time to obtain a response for the 100 simultaneous queries. The Figure 14 shows 
an average response time of 6 seconds that is maintained throughout the test, except for the 
beginning where the iWAYS platform initializes connections and loads context. The times 
obtained during the test are acceptable given the large amount of data to be returned and the 
number of concurrent requests. It is important to emphasize that the iWAYS platform will not, 
under any circumstances, need to reach this number of concurrent requests because the 
number of users with access to the information will be limited. 
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Figure 14 Outcomes of data query stress test 
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 Conclusions and Future Work 
 
In the context of digitizing industrial operations, the rise of data-driven solutions offers 
significant opportunities for innovation and efficiency. The success of these initiatives relies 
heavily on the quality and integrity of the underlying information. Data plays a crucial role in 
decision-making, process optimization, and predictive analytics. However, the journey towards 
these advancements faces challenges, with data integrity being a major concern. Inaccurate, 
incomplete, or inconsistent data can undermine critical processes and pose a direct threat to 
safety, reliability, and profitability in industrial operations. The accuracy of data is pivotal, 
impacting both the shop floor and the boardroom, as faulty information can lead to disruptions, 
delays, and jeopardize personnel and assets. Ensuring the sanity of data, including coherence, 
consistency, and reliability, is imperative in this evolving technological landscape. 
 
The iWAYS project has designed and deployed an IoT platform, iWAYS ioT platform, aligned 
with Industry 4.0 principles of connectivity and interoperability for the characterization of the 
recovered water and emissions. The platform supports the data value chain in the three 
industrial cases, providing the necessary capabilities to manage all the data generated, and 
therefore providing a system capable of supporting evidence-based decision-making like DSS 
developed on T3.4.  
 
The iWAYS IoT platform is built using a modular structure based on services that allow for 
dynamically adding or removing modules without the need to re-implement or redefine any of 
the existing ones. It consists of 4 modules, namely communication module, persistence 
module, management module and analytics module. 
 
The communication module is responsible for managing communication, including external 
communication such as the integration of information from physical resources or the 
consultation of information by third-party software, as well as internal communication between 
the different elements of the architecture. The communication is structured by using two 
standardized mechanisms, REST APIs and publish/subscription (MQTT).  
 
The persistence module is in charge of guaranteeing the persistence of the incoming data in 
the platform (coming from the physical resources of the processes) and the data generated by 
the platform itself, including data previously processed or without any type of transformation. 
It is based on TimeScaleDB technology that is optimized to work with time series and has 
relational capabilities. 
 
The management module includes the visualisation of the information stored in the persistence 
module, providing customisable graphical panels (time series oriented and synoptic). The 
module is based on Grafana. 
 
The analytics module is responsible for processing and analysing the data integrated in the 
platform in real time. Therefore, this module is in charge of processing the data transmissions 
coming from the various devices and data sources, to give them value and be properly stored 
in the Persistence Module. This module provides a REST interface for deploying pre-
processing pipelines, actively contributing to the maintenance of data sanity and quality. 
Aditionally, a web-based tool for defining pre-processing time-series was provided. 
 
The iWAYS ioT platform was validated from a functional standpoint, confirming its proper 
operation. Additionally, the correct functioning of the platform was also validated under stress 
situations, demonstrating that the solution can scale, supporting a workload significantly above 
the expected in iWAYS.  
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In terms of future work, a crucial process will be initiated on WP6 when iWAYS technologies 
will be installed on industrial processes. The captured data will undergo a comprehensive 
analysis using the data preprocessing tool, allowing for its refinement and preparation for 
subsequent use. Finally, the implementation and deployment of the data processing pipelines 
will take place, thus consolidating the entire flow from capture to transformation and analysis 
of data. This comprehensive approach ensures the optimization and maximization of the value 
extracted from the data, effectively supporting the expected objectives and results within the 
project scope. 
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  Annex A: API  
This api will allow the user interacting with the analytics module, the endpoints available are 
the following: 
 

6.1. Async submit 
 
This endpoint submits an analytical process to the iWAYS platform in a asynchronous way, 
useful to throw multiple process without blocking the request. 
The id provided on the request must be unique among all the processes registered in the 
system, you can get the list of process available through the Get List of process status 
endpoint. Otherwise, the object response will contain as code attribute a 501. 
Another option is let the platform generate and associate an id to the process, you can do it by 
setting the id attribute to (“Null”, “null”, “None”, “none”, “”) in the request body, internally the 
module will generated an id that will be available in the response body on the attribute pid. 
 
Operation Endpoint 
POST /api/process 

 
Headers 
 
Key value Description 
Content-
Type 

application/json or 
multipart/form-data; 

Multipart option allows the user to send Files with 
the request. Example: {{reference to example that 
use it}} 

 
Request Body 
 
Since this endpoint allow to send the body as application/json or multipart/form-data you can 
use both of the following body’s. 
 
Format: 

 
Figure 15 Format of the body for async submit 

{

"id": {str},

"type": {typeEnum},

"pipeline": [

{

"cls": {cls(str)}

"config": {StepParams}

}

],

"sink": {

"cls": {cls(str)}

"config": {SinkParams}

},

"source": {

"cls": {cls(str)}

"config": {SourceParams}

}

}
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Body example: 

 
Figure 16 Example of the body for async submit 

 
Responses 

All the responses will use the following json structure: 

  

Figure 17 json structure of the response for async submit 

Below, there are examples of success and error responses: 

 
Figure 18 Example of response: success with id provided on request 

 
 

{

"id": "id1",

"type": "PUNCTUAL",

"pipeline": [

{

"cls": "sms_analytics.test.factorial_pipeline.MultiplyStep",

"config":{}

}

],

"sink": {

"cls": "sms_analytics.test.factorial_pipeline.TestSink",

"config":{}

},

"source": {

"cls": "sms_analytics.test.factorial_pipeline.SequentialNumberGenerator",

"config":{

"start_number": 1,

"limit_number": 3

}

}

}

{

"code": {int},

"msg": {str},

"pid": {str},

}

{

"code": 200,

"msg": "Pid submitted properly, id: id1",

"pid": "id1"

}
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Figure 19 Example of response: success not providing id on request 

 

 
Figure 20 Example of response: error when id already in use 

6.2. Sync submit 

This endpoint submits an analytical process to the platform in a synchronous way, useful to 
force the request wait until the result are generated. 

The id provided on the request must be unique among all the processes registered in the 
system, you can get the list of process available through the Get List of process status 
endpoint. Otherwise, the object response will contain as code attribute a 501. 

Another option is let the platform generate and associate an id to the process, you can do it by 
setting the id attribute to (“Null”, “null”, “None”, “none”, “”) in the request body, internally the 
module will generated an id that will be available in the response body on the attribute pid. 

Operation Endpoint 
POST /api/sync/process 

 
Headers 
 
 

Key value Description 
Content-Type application/json or multipart/form-data; 

 

 
Request body 
 

Since this endpoint allow to send the body as application/json or multipart/form-data you can 
use both of the following bodies. 

Format: 
 

{

"code": 200,

"msg": "Pid submitted properly, id: afn6mzM0VjJ8d0wcunu0tgXiJlx24RWO",

"pid": "afn6mzM0VjJ8d0wcunu0tgXiJlx24RWO"

}

{

"code": 501,

"msg": "A process is already submitted with the same id, id: \"id1\". Please t

ry with another id or set it as null or \"None\" and the platform will autogen

erate one for you",

"pid": "id1"

}
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Figure 21 Structure of the body for sync submit 

 
Example: 

 
Figure 22 Example of the body for sync submit 

 
Responses 

Depending of the Sink type, if it’s a subclass of FileSink we will pack the file/s in the 
response, if it’s another type of sink the response will have the following structure: 

{

"id": {str},

"type": {typeEnum},

"pipeline": [

{

"cls": {cls(str)},

"config": {StepParams}

}

],

"sink": {

"cls": {cls(str)},

"config": {SinkParams}

},

"source": {

"cls": {cls(str)},

"config": {SourceParams}

}

}

{

"id": "id1",

"type": "PUNCTUAL",

"pipeline": [

{

"cls": "sms_analytics.test.factorial_pipeline.MultiplyStep",

"config":{}

}

],

"sink": {

"cls": "sms_analytics.test.factorial_pipeline.TestSink",

"config":{}

},

"source": {

"cls": "sms_analytics.test.factorial_pipeline.SequentialNumberGenerator",

"config":{

"start_number": 1,

"limit_number": 3

}

}

}
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Figure 23 json structure of the response for sync submit 

 
Figure 24 Example of response: process finish properly 

 

 
Figure 25 Example of response: process don’t finish properly 

 

6.3. Get list of process status 
Return all the process information that match with the filter parameters. 
 
Operation Endpoint 
POST 

 

/api/process/list 

 
Headers 

 
Key value Description 

Content-Type application/json 
 

 
Request body 
 
At least an empty json must be provided, {}. 
 

Name Type Optional Description 
type TypeEnum YES Filter by process type 
status StatusEnum YES Filter by process status 
return_structure Bool YES, default 

True 
If true add the config provided to 
configure the process. 

page int YES, default 0 Page number 
page_size Int YES, default 20 Page size 
order ASC/DESC YES, default 

ASC 
Order of the records 

{

"code": {int},

"msg": {str},

"pid": {str},

}

{

"code": 200,

"msg": "Process finish properly",

"pid": "id1"

}

{

"code": 501,

"msg": "Process don’t finish properly",

"pid": "id1"

}
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structure_filter Dict YES For each part of a process filter by 
the cls attribute. Checks if the 
string provided exist in the cls 
attribute. Structure example: { 
“source”: “_cls_”, ”pipeline”: 
“__cls__” , ”sink”: “__cls__” } 

 

 
Figure 26 Example of the body for process status report 

Responses 
 
If the response is correct, it will response with a list of ProcessStatusReport object: 

 

Figure 27 json structure of the response for process status report 

 
 
 
 
 
 
 
 
 
 
 

{

"type": "PUNCTUAL",

"status": "SUCCESS",

"return_structure": false,

"page":0,

"page_size": 10,

"order": "DESC",

"structure_filter":{"source":"Excel"}

}

{

"result": [

{

"id": "{str}",

"type": "{TypeEnum}",

"submission_date": "{%Y-%m-%dT%H:%M:%S.%f%Z}",

"execution_start_date": "{%Y-%m-%dT%H:%M:%S.%f%Z}",

"execution_end_date": "{%Y-%m-%dT%H:%M:%S.%f%Z}",

"status": "{StatusEnum}",

"execution_metrics": "{ExecutionMetrics}"

"structure": "{source:{“cls”:,config:},pipepline:[...],sink:{...}}"

}

...

]

}

]



D3.5 Cloud-based Data Management System   
 
 

 

48 

The project leading to this application has received funding from the European Union’s 
Horizon 2020 research and innovation programme under grant agreement No 958274 

 

 
 
 
 
 
 

 
Figure 28 Example of response: Success for Process Status Report 

 
If parameter “with return_structure” is set to False, it will return a json structure with the 
“structure” attribute ti null, wither the “strucutre” attribute will contains an structure with the “cls” 
and “config” attributes of all the components of the process.  
 

{

"result": [

{

"execution_end_date": "2020-07-29T11:43:31.249096",

"execution_metrics": {

"pipeline": {

"MultiplyStep": "Not implemented"

},

"sink": "Not implemented",

"source": "Not implemented"

},

"execution_start_date": "2020-07-29T11:43:31.219094",

"id": "afn6mzM0VjJ8d0wcunu0tgXiJlx24RWO",

"status": "SUCCESS",

"submission_date": "2020-07-29T11:43:30.723034",

"type": "PUNCTUAL",

"structure": null

},

{

"execution_end_date": "2020-07-29T11:41:48.246903",

"execution_metrics": {

"pipeline": {

"MultiplyStep": "Not implemented"

},

"sink": "Not implemented",

"source": "Not implemented"

},

"execution_start_date": "2020-07-29T11:41:48.219923",

"id": "id1",

"status": "SUCCESS",

"submission_date": "2020-07-29T11:41:47.920905",

"type": "PUNCTUAL",

"structure": null

}

...

]

}
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Example structure: 

 
 
Figure 29 Example of response: Success for Process Status Report with return structure parameter set to false 

 
 
 
 
 

{

...

....

"structure": {

"pipeline": [

{

"cls": "building_blocks.pipeline.bbi_transform_ts_step.BBITransformTsStep

",

"config": {}

}

],

"sink": {

"cls": "building_blocks.sink.multi_file_sink.MultiFileSink",

"config": {

"file_sink_dict_array": [

{

"cls": "building_blocks.sink.csv_file_sink.CsvFileSink",

"config": {

"header": true,

"index": false,

"result_path": "standard_result.csv",

"separator": ";"

},

"key": "standard_result.csv"

}

]

}

},

"source": {

"cls": "building_blocks.source.excel_source.ExcelSource",

"config": {

"deliver_all_document": true,

"excel_path": "timeseries.csv",

"max_lines_on_delivery": 5,

"return_as_array": false,

"return_as_file": false,

"return_as_pandas_data": true

}

}

},

}
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Figure 30 Example of response: No process match 

 
6.4. Get logs 
Return the logs file content related to the id provided 
 
Operation Endpoint 
POST 

 

/api/process/{pid}/logs 

 
Responses 
 
The response is raw text extracted from the id.logs file. 

 

 

{

"result": []

}

ProcessRunner initialization start 
Initialising state... 
Trying to load ProcessState for pid:id1 from persistence folder 
Can’t load ProcessState for pid:id1 doesn’t exist in persistence folder 
State Initialised, initial ProcessState: {‘pid’: ‘id1’, ‘_status’: ‘PENDING’, ‘_submissionDate’: ‘‘, 
‘_executionStartDate’: ‘‘, ‘_executionEndDate’: ‘‘, ‘source’: None, ‘pipeline’: None, ‘sink’: None, 
‘config’: {‘id’: ‘id1’, ‘pipeline’: [{‘config’: {}, ‘logger’: ‘Not printing’}], ‘sink’: {‘cls’: 
‘sms_analytics.test.factorial_pipeline.TestSink’, ‘config’: {}, ‘logger’: ‘Not printing’}, ‘source’: 
{‘cls’: ‘sms_analytics.test.factorial_pipeline.SequentialNumberGenerator’, ‘config’: 
{‘limit_number’: 3, ‘start_number’: 1}, ‘logger’: ‘Not printing’}, ‘type’: ‘PUNCTUAL’}} 
Initialising process objects: 
Initialising source... 
Source Initialised, state after source creation: 
 
{ 
    "last_generated_value": 1, 
    "last_commited_value": 1 
} 
Initialising pipeline... 
Init Pipeline from config 
Initializing all the steps of the pipeline 
All steps initialized successfully 
Pipeline initialised 
Initialising sink... 
... 
... 
... 

Figure 31 Example of response: properly response for getLogs 
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Figure 32 Example of response: id not found for getLogs 

 

 
Figure 33 Example of response: incorrect last parameter for getLogs 

 
6.5. Get status 
Return a report of the process related to the id send on the uri, this report will contain useful 
information of all the part of the process and also some information about the current state. 
 
Operation Endpoint 
POST 

 

/api/process/{pid} 

 
Request parameters 
 
return_structure: Type bool, default True, can be set to false if want to avoid the “structure” 
attribute content. 
 
Responses 
 
The response object can contain two type of structures: 

- if the response is correct it will response: 

 
Figure 34 Structure of response for getStatus 

{

"code": 501,

"msg": "The Pid logs doesn’t exist, id: id22221",

"pid": "id22221"

}

Body does not contain the properly structure, last is not an integer

{

"id": "{str}",

"type": "{TypeEnum}",

"submission_date": "{%Y-%m-%dT%H:%M:%S.%f%Z}",

"execution_start_date": "{%Y-%m-%dT%H:%M:%S.%f%Z}",

"execution_end_date": "{%Y-%m-%dT%H:%M:%S.%f%Z}",

"status": "{StatusEnum}",

"execution_metrics": "{ExecutionMetrics}",

"structure": "{source:{"cls":,config:},pipepline:[...],sink:{...}}"

}
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Figure 35 Example of response: Success for getStatuts 

- if the response is erroneous, it will response: 
 

 
Figure 36 Example of response: The provided pid doesn’t exist for getStatus 

 

6.6. Kill Process  
Delte a process related to the id send on the uri. 
 
Operation Endpoint 
DELETE 

 

/api/process/{pid} 

 
 
Responses 
 

 
Figure 37 Example of response: Process deleted by killProcess 

 
Figure 38 Example of response: some error while trying to delete the process for killProcess 

 
 

  

{

"execution_end_date": "2020-07-29T11:43:31.249096",

"execution_metrics": {

"pipeline": {

"MultiplyStep": "Not implemented"

},

"sink": "Not implemented",

"source": "Not implemented"

},

"execution_start_date": "2020-07-29T11:43:31.219094",

"id": "afn6mzM0VjJ8d0wcunu0tgXiJlx24RWO",

"status": "SUCCESS",

"submission_date": "2020-07-29T11:43:30.723034",

"type": "PUNCTUAL",

"structure": None

},

{

"error": "The provided pid doesn’t exist"

}

{

"msg": "Process deleted"

}

{

"msg": "Some Error raised while trying to delete process files"

}
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  Annex B: 
7.1. BasicTests.java 
 
This test class focuses on validating that the REST API (see D3.1 Annex A) for managing the 
platform and querying data requires a valid session token to operate. 
 
Identificator TI.01 

@DisplayName API method fails if no token is provided 

Description The test validates that if a session token is not provided when making a 
call to the REST API, it denies the request 

Scenario 1. There is a registered user 

Process 1. A request for pagination of Things is made without providing a 
token. 

Expected result 1. The request fails 

 
Identificator TI.02 

@DisplayName API method fails if invalid token is provided 

Description 
 

The test validates that if an invalid session token is provided when 
making a call to the REST API, it denies the request 

Scenario 1. There is a registered user 

Process 1. A request for pagination of Things is made without providing a 
token 

Expected result 1. The request fails 

 
Identificator TI.03 

@DisplayName API method success if valid token is provided 

Description 
 

The test validates that if a valid session token is provided when making 
a call to the REST API, it accepts the request 

Scenario 1. There is a registered user 

Process 1. A valid session token is obtained 
2. A pagination request for Things is made, providing the token 

Expected result 3. The request returns the HTTP status code 200 
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Identificator TI.04 

@DisplayName API method fails after logut 

Description 
 

The test validates that, once logged out, the session token is 
invalidated, and if a valid session token is provided when making a call 
to the REST API, it accepts the request 

Scenario 1. There is a registered user 

Process 1. A valid session token is obtained 
2. A logout request is made 
3. A pagination request for Things is made, providing the invalidated 

token 
Expected result 1. The request fails 

 

7.2. ComplexDataQueryTest.java 
 
This class focuses on validating that the query API interacts correctly with the time-series 
database (TimescaleDB) and is able to serve the historical data stored in it by applying the 
specified filters. In contrast to SimpleDataQueryTest.java, this class uses a 
DocumentDefinition that contains nested fields (Groups). 
 
 
{ 
    "name": "TEST DD ANIDATED", 
    "tag": "testDD", 
    "enabled": true, 
    "persistData": true, 
    "id": "testDD_anidated", 
    "fields":  
    [ 
        { 
            "fieldAccessor": "t", 
            "name": "t", 
            "type": "DATE", 
            "format":"EPOCH", 
            "tag":"THING_TIME", 
            "containsThingTime": true, 
            "nullable": false 
        }, 
        { 
            "fieldAccessor": "id", 
            "name": "id", 
            "tag":"id", 
            "type": "STRING", 
            "containsExternalThingId": true, 
            "nullable": false 
        }, 
        { 
            "fieldAccessor": "acc", 
            "name": "acc", 
            "type": "GROUP", 
            "nullable": false, 
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            "fields": 
            [ 
    { 
        "fieldAccessor": "x", 
        "name": "x", 
        "tag":"X", 
        "type": "DECIMAL_NUMBER", 
        "nullable": false 
    }, 
    { 
        "fieldAccessor": "y", 
        "name": "y", 
        "tag":"y", 
        "type": "DECIMAL_NUMBER", 
        "nullable": false 
    }             
            ] 
             
        }         
    ] 
} 

Figure 39 Structure of the Complex DocumentDefinition 

 
For the test, the following dataset is used2: 
 
{"dd":"testDD_anidated","acc":{"x":1,"y":2},"t":1610612817335,"id":"testThingEid14-
Jan-2023-082654-GMT"} 
{"dd":"testDD_anidated","acc":{"x":1,"y":2},"t":1610612817435,"id":"testThingEid14-
Jan-2023-082654-GMT"} 
{"dd":"testDD_anidated","acc":{"x":1,"y":22},"t":1610612817535,"id":"testThingEid14-
Jan-2023-082654-GMT"} 
{"dd":"testDD_anidated","acc":{"x":1,"y":12},"t":1610612817635,"id":"testThingEid14-
Jan-2023-082654-GMT"} 
{"dd":"testDD_anidated","acc":{"x":1,"y":9},"t":1610612817735,"id":"testThingEid14-
Jan-2023-082654-GMT"} 
{"dd":"testDD_anidated","acc":{"x":1,"y":8},"t":1610612817835,"id":"testThingEid14-
Jan-2023-082654-GMT"} 
{"dd":"testDD_anidated","acc":{"x":1,"y":3},"t":1610612817935,"id":"testThingEid14-
Jan-2023-082654-GMT"} 
{"dd":"testDD_anidated","acc":{"x":-1,"y":3},"t":1610612818035,"id":"testThingEid14-
Jan-2023-082654-GMT"} 
{"dd":"testDD_anidated","acc":{"x":-4,"y":-7},"t":1610612818135,"id":"testThingEid14-
Jan-2023-082654-GMT"} 
{"dd":"testDD_anidated","acc":{"x":-5,"y":-3},"t":1610612818235,"id":"testThingEid14-
Jan-2023-082654-GMT"} 

Figure 40 Dataset for the ComplexDataQueryTest.java 

 
The tests to be performed are the following: 
 
Identificator TI.05 

@DisplayName Complex DD: Int filter 1 

 
2 It is important to note that the value of "t" varies depending on the test execution timestamp. Similarly, 
"id" corresponds to the identifier of the thing generated pseudo-randomly at the time of test execution. 
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Description The test validates that an equality filter can be applied to a nested 
integer field 

Scenario 1. There is a registered user 
2. A valid session token is available 
3. There is a ThingType with a DocumentDefinition as per Figure 

39. 
4. There is a Thing of this ThingType. 
5. The dataset illustrated in Figure 40 has been stored. 

Process 1. The POST request to documents/query is made 
{ 
  "thingsIds": null, 
  "thingsExternalIds": [ 
    "testThingEid14-Jan-2023-082654-GMT" * 
  ], 
  "start": 1610614795228, * 
  "end": 1610614800252, * 
  "limit": null, 
  "sort": "ASCENDING", 
  "documents": { 
    "testDD_anidated": { 
      "query": {"==":[{"field":"acc.x"},1]} 
    } 
  }, 
  "projection": null, 
  "downsampling": "NONE", 
  "outputFormat": "JSON" 
} 
 
* These values depend on the test execution timestamp 
 

Expected result 1. For the created Thing, all Documents belonging to the dataset 
illustrated in Figure 40 are returned where the field acc.x has a 
value of 1 

 
Identificator TI.06 

@DisplayName Complex DD: Int filter 2 

Description The test validates that a less than or equal filter can be applied to a 
nested integer field 

Scenario 1. There is a registered user 
2. A valid session token is available 
3. There is a ThingType with a DocumentDefinition as per Figure 

39. 
4. There is a Thing of this ThingType 
5. The dataset illustrated in Figure 40 has been stored. 

Process 1. The POST request to documents/query is made 
{ 
  "thingsIds": null, 
  "thingsExternalIds": [ 
    "testThingEid14-Jan-2023-082654-GMT" * 
  ], 
  "start": 1610614795228, * 
  "end": 1610614800252, * 
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  "limit": null, 
  "sort": "ASCENDING", 
  "documents": { 
    "testDD_anidated": { 
      "query": {"<=":[{"field":"acc.y"},1]} 
    } 
  }, 
  "projection": null, 
  "downsampling": "NONE", 
  "outputFormat": "JSON" 
} 
* These values depend on the test execution timestamp 
 

Expected result 1. For the created Thing, all Documents belonging to the dataset 
illustrated in Figure 41 are returned where the field acc.y has a 
value less than or equal to 1. 

 

7.3. DataInjectionTest.java 
 
This test suite focuses on validating that when a Thing sends a Document via MQTT, it is 
processed internally, persisted by the time-series database and can be queried through the 
API for accessing the time-series database. 
 
 
{ 
  "name": "testDD", 
  "tag": "testDD", 
  "enabled": true, 
  "persistData": true, 
  "id": "testDD", 
  "fields": [ 
    { 
      "fieldAccessor": "t", 
      "name": "t", 
      "type": "DATE", 
      "format": "EPOCH", 
      "tag": "THING_TIME", 
      "containsThingTime": true, 
      "nullable": false 
    }, 
    { 
      "fieldAccessor": "id", 
      "name": "id", 
      "tag": "id", 
      "type": "STRING", 
      "containsExternalThingId": true, 
      "nullable": false 
    }, 
    { 
      "fieldAccessor": "str", 
      "name": "str", 
      "type": "STRING", 
      "nullable": false 
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    }, 
    { 
      "fieldAccessor": "int", 
      "name": "int", 
      "tag": "int", 
      "type": "INTEGER_NUMBER", 
      "nullable": false 
    }, 
    { 
      "fieldAccessor": "decim", 
      "name": "decim", 
      "tag": "decim", 
      "type": "DECIMAL_NUMBER", 
      "nullable": false 
    }, 
    { 
      "fieldAccessor": "bool", 
      "name": "bool", 
      "tag": "bool", 
      "type": "BOOLEAN", 
      "nullable": false 
    } 
  ] 
} 

Figure 41 Structure of the DocumentDefinition test_dd 

 
 
{ 
  "thingsIds": null, 
  "thingsExternalIds": [ 
    "testThingEid14-Jan-2021-094815-GMT"* 
  ], 
  "start": 1610617698722,* 
  "end": 1610617706501,* 
  "limit": null, 
  "sort": "ASCENDING", 
  "documents": { 
    "testDD": { 
      "query": null 
    } 
  }, 
  "projection": null, 
  "downsampling": "NONE", 
  "outputFormat": "JSON" 
} 
 
* These values depend on the test execution timestamp. 
 

Figure 42 Request for historical data for the DocumentDefinition test_dd 

 

Identificator TI.07 

@DisplayName Send data through MQTT and confirm it can be queried 
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Description The test validates that data sent via MQTT is correctly persisted and 
can be retrieved through the data access API 

Scenario 1. There is a registered user 
2. A valid session token is available 
3. There is a ThingType with a DocumentDefinition as per Figure 39 
4. There is a Thing of this ThingType 
5. The following document is written via MQTT 

 
{ 
  "dd": "testDD", 
  "str": "teststr", 
  "t": 1610617698722,* 
  "bool": false, 
  "decim": 1, 
  "id": "testThingEid14-Jan-2021-094815-GMT",* 
  "int": 1 
} 
 
* These values depend on the test execution timestamp 
 

6. Wait for a few seconds to ensure that the document is persisted 
Process 1. The request for historical data is made (Figure 42).  

Expected result 1. Step 1 returns the document sent via MQTT 
2. DocumentDefinition receives the document sent via MQTT 

 
Identificator TI.08 

@DisplayN
ame 

Send multiple messages through MQTT 

Description The test validates that the data sent via MQTT is correctly persisted and can 
be retrieved through the data access API, 

Scenario 1. There is a registered user 
2. A valid session token is available 
3. There is a ThingType with a DocumentDefinition as per Figure 41 
4. There is a Thing of this ThingType 
5. The following document is written via MQTT 

 
{"dd":"testDD","str":"teststr1","t":1610620728534,"bool":false,"decim":1,"id":"t
estThingEid14-Jan-2023-103845-GMT","int":1} 
{"dd":"testDD","str":"teststr2","t":1610620728634,"bool":false,"decim":1,"id":"t
estThingEid14-Jan-2023-103845-GMT","int":1} 
{"dd":"testDD","str":"!!!!","t":1610620728734,"bool":false,"decim":1,"id":"testT
hingEid14-Jan-2023·-103845-GMT","int":1} 
{"dd":"testDD","str":")==))(()(","t":1610620728834,"bool":false,"decim":1,"id":"
testThingEid14-Jan-2023-103845-GMT","int":1} 
{"dd":"testDD","str":"***!!77//","t":1610620728934,"bool":false,"decim":1,"id":"t
estThingEid14-Jan-2023-103845-GMT","int":1} 
{"dd":"testDD","str":"*\\@#133||@345/","t":1610620729034,"bool":false,"deci
m":1,"id":"testThingEid14-Jan-2021-103845-GMT","int":1} 
 
* The values of "t" and "id" depend on the test execution timestamp. 
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6. Wait for a few seconds to ensure that the documents are persisted 

Process 1. The request for historical data is made (Figure 42 Request for 
historical data for the DocumentDefinition test_dd 

2. )  
 

Expected 
result 

1. Step 1 returns the documents sent via MQTT 
2. The MQTT client, which had an active subscription for the test Thing 

and DocumentDefinition, receives the documents sent via MQTT 

 

7.4. DocumentDefinitionTest.java 
 
Identificator TI.09 

@DisplayName Multiple versions of DD 

Description The test aims to ensure that: 
 

1. The DocumentDefinitions management API works correctly and 
allows the creation and modification of DocumentDefinitions. 

2. The IoT platform can receive new data according to the created 
DocumentDefinition, and that this data is persisted by the time-
series database, and can be queried through the API for 
accessing the time-series database. This operation reacts 
correctly when the DocumentDefinition version is updated. 

Scenario 1. There is a registered user. 
2. A valid session token is available. 
3. There is a ThingType. 
4. There is a Thing of this ThingType. 

Process 1. A request is made to the management API to create a 
DocumentDefinition according to Figure 41. 

2. The DocumentDefinition is associated with the previously created 
ThingType through an API call. 

3. The test ThingType is retrieved to verify that the created 
DocumentDefinition is indeed part of the list of 
DocumentDefinitions for the ThingType. 

4. A document is sent via MQTT for the created Thing according to 
the created DocumentDefinition. 

5. Wait for a few seconds to ensure that the information is persisted. 
6. A query is made to the data access API to retrieve the data 

associated with the created DocumentDefinition for the created 
Thing. 

7. A new field is added to the DocumentDefinition, and the API's 
update method is called. 

8. The test ThingType is retrieved to verify that the ThingType has 
both versions of the test DocumentDefinition in its list of 
DocumentDefinitions. 

9. A document is sent via MQTT for the created Thing according to 
the new version of the DocumentDefinition. 

10. Wait for a few seconds to ensure that the information is persisted. 
11. A query is made to the data access API to retrieve the data 

associated with the created DocumentDefinition for the created 
Thing. 
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12. 1A query is made to the data access API to retrieve the data for 
DocumentDefinition in version 1 associated with the created 
Thing. 

Expected result 1. Step 6 returns the data for the Thing of DocumentDefinition in 
version 1 that was previously sent via MQTT. 

2. Step 11 returns the data for the Thing of DocumentDefinition in 
version 2 that was previously sent via MQTT. 

3. Step 12 returns the data for the Thing of DocumentDefinition in 
version 1 that was previously sent via MQTT. 

 

7.5. PartialUpdateTest.java 
 
Identificator TI.10 

@DisplayName Partial update of doc 

Description The test validates that the partial document update flow works correctly 

Scenario 1. There is a registered user. 
2. A valid session token is available. 
3. There is a ThingType with a DocumentDefinition according to 

Figure 41. 
4. There is a Thing of this ThingType. 

Process 1. The following document is sent via MQTT.: 
{ 
  "dd": "testDD", 
  "str": "teststr", 
  "t": 1610704034334,* 
  "bool": false, 
  "decim": 1, 
  "id": "testThingEid15-Jan-2023-094711-GMT",* 
  "int": 1 
} 

2. Wait for a few seconds for the message to be processed. 
3. Query the documents associated with the Thing. 
4. Send a partial update of the document via MQTT with the 

message: 
{ 
  "documentDefinitionId": "testDD", 
  "t": 1610704308393,* 
  "id": "testThingEid15-Jan-2023-095145-GMT",* 
  "partialDocumentUpdate": true, 
  "value": "new_test_str", 
  "createDocumentIfMissing": false, 
  "fieldId": "str" 
} 

5. Wait for a few seconds for the message to be processed. 
6. Query the documents associated with the Thing. 

 
 
* These values depend on the test execution timestamp 
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Expected result 1. Step 3 returns the original Document. 
2. Step 6 returns a copy of the original Document with the "str" field 

set to "new_test_str". 

 
 

7.6. RequestTest.java 
 
Identificator TI.11 

@DisplayName Request test 

Description The test validates that the flow of simple requests works as specified 

Scenario 1. There is a registered user. 
2. A valid session token is available. 
3. There is a ThingType. 
4. There is a Thing of this ThingType. 

Process 1. A MQTT consumer is created, subscribed to the topic of requests 
for the created Thing. 

2. The POST request to requests/send is made. 
{ 
  "thingId": 234,* 
  "tag": null, 
  "body": "request body", 
  "documentAssociated": false, 
  "documentDefinitionId": null, 
  "fieldId": null 
} 
 
* These values depend on the test execution timestamp 
 

3. The Request is retrieved from the database by calling the API 
GET requests/1. 

4. Wait for a few seconds for the Request to be processed. 
5. Send the GW_ACK message via MQTT. 
6. Wait for a few seconds for the Request to be updated. 
7. Retrieve the Request from the database by calling the API GET 

requests/1. 
8. Send the ACK message via MQTT. 
9. Wait for a few seconds for the Request to be updated. 
10. Retrieve the Request from the database by calling the API GET 

requests/1. 
 

Expected 
Result 

1. Step 3 returns the original Request in the "CREATED" state. 
2. At the end of step 4, the MQTT client has received the previously 

created Request. 
3. Step 6 returns the Request in the "GW_ACK" state. 
4. Step 10 returns the Request in the "ACK" state with the response 

provided by the MQTT client. 
 

7.7. SimpleDataQueryTest.java 
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This class focuses on validating that the query API interacts correctly with the TimescaleDB 
time-series database and can serve the historical data stored in it by applying the specified 
filters. Unlike ComplesDataQueryTest.java, this class uses a DocumentDefinition with nested 
fields (Figure 41). For the test, the following dataset is used3: 
 
{"dd":"testDD","str":"teststr1","t":1610624438514,"bool":false,"decim":0,"id":"testThingEid14-Jan-
2023-114035-GMT","int":0} 
{"dd":"testDD","str":"teststr2","t":1610624438614,"bool":false,"decim":0,"id":"testThingEid14-Jan-
2023-114035-GMT","int":0} 
{"dd":"testDD","str":"!!!!","t":1610624438714,"bool":false,"decim":0,"id":"testThingEid14-Jan-2023-
114035-GMT","int":0} 
{"dd":"testDD","str":")==))(()(","t":1610624438814,"bool":false,"decim":0,"id":"testThingEid14-Jan-
2023-114035-GMT","int":0} 
{"dd":"testDD","str":"***!!77//","t":1610624438914,"bool":false,"decim":0,"id":"testThingEid14-Jan-
2023-114035-GMT","int":0} 
{"dd":"testDD","str":"*\\@#133||@345/","t":1610624439014,"bool":false,"decim":0,"id":"testThingEid14-
Jan-2023-114035-GMT","int":0} 
{"dd":"testDD","str":"","t":1610624439114,"bool":false,"decim":0,"id":"testThingEid14-Jan-2023-
114035-GMT","int":-1} 
{"dd":"testDD","str":"","t":1610624439214,"bool":false,"decim":0,"id":"testThingEid14-Jan-2023-
114035-GMT","int":-2} 
{"dd":"testDD","str":"","t":1610624439314,"bool":false,"decim":0,"id":"testThingEid14-Jan-2023-
114035-GMT","int":-3} 
{"dd":"testDD","str":"","t":1610624439414,"bool":false,"decim":0,"id":"testThingEid14-Jan-2023-
114035-GMT","int":-4} 
{"dd":"testDD","str":"","t":1610624439514,"bool":false,"decim":0,"id":"testThingEid14-Jan-2023-
114035-GMT","int":-5} 
{"dd":"testDD","str":"","t":1610624439614,"bool":false,"decim":0,"id":"testThingEid14-Jan-2023-
114035-GMT","int":7} 
{"dd":"testDD","str":"","t":1610624439714,"bool":false,"decim":0,"id":"testThingEid14-Jan-2023-
114035-GMT","int":8} 
{"dd":"testDD","str":"","t":1610624439814,"bool":false,"decim":0,"id":"testThingEid14-Jan-2023-
114035-GMT","int":9} 
{"dd":"testDD","str":"","t":1610624439914,"bool":false,"decim":1,"id":"testThingEid14-Jan-2023-
114035-GMT","int":0} 
{"dd":"testDD","str":"","t":1610624440014,"bool":false,"decim":1.0E-5,"id":"testThingEid14-Jan-2023-
114035-GMT","int":0} 
{"dd":"testDD","str":"","t":1610624440114,"bool":false,"decim":5.00001,"id":"testThingEid14-Jan-2023-
114035-GMT","int":0} 
{"dd":"testDD","str":"","t":1610624440214,"bool":false,"decim":-0.288,"id":"testThingEid14-Jan-2023-
114035-GMT","int":0} 
{"dd":"testDD","str":"","t":1610624440314,"bool":false,"decim":0,"id":"testThingEid14-Jan-2023-
114035-GMT","int":0} 
{"dd":"testDD","str":"","t":1610624440414,"bool":true,"decim":0,"id":"testThingEid14-Jan-2023-
114035-GMT","int":0} 

Figure 43 Dataset for the SimpleDataQueryTest.java 

 
Identificator TI.12 

@DisplayName No data before 

 
3 It is important to note that the value of "t" varies depending on the test execution timestamp. Similarly, 
"id" corresponds to the identifier of the thing generated pseudo-randomly at the time of test execution. 
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Description The test validates that there are no data points earlier than the 
introduced data. 

Scenario 1. There is a registered user. 
2. A valid session token is available. 
3. There is a ThingType with a DocumentDefinition according to 

Figure 39. 
4. There is a Thing of this ThingType. 
5. The dataset illustrated in Figure 43 has been stored. 

Process 1. The POST request to documents/query is made  
 
{ 
  "thingsIds": null, 
  "thingsExternalIds": [ 
    "testThingEid14-Jan-2023-140146-GMT" 
  ], 
  "start": 0, 
  "end": 1610632908976, 
  "limit": null, 
  "sort": "ASCENDING", 
  "documents": { 
    "testDD": { 
      "query": null 
    } 
  }, 
  "projection": null, 
  "downsampling": "NONE", 
  "outputFormat": "JSON" 
} 
 
* These values depend on the test execution timestamp. 
 

Expected 
Result 

1. The query does not return any data 

 
Identificator TI.13 

@DisplayName No data after 

Description The test validates that there are no data points later than the introduced 
data. 

Scenario 1. There is a registered user. 
2. A valid session token is available. 
3. There is a ThingType with a DocumentDefinition according to 

Figure 39. 
4. There is a Thing of this ThingType. 
5. The dataset illustrated in Figure 43 has been stored. 

Process 1. The POST request to documents/query is made 
 
{ 
  "thingsIds": null, 
  "thingsExternalIds": [ 
    "testThingEid14-Jan-2023-140312-GMT" 
  ], 
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  "start": 1610632995440, 
  "end": 1610633000484, 
  "limit": null, 
  "sort": "ASCENDING", 
  "documents": { 
    "testDD": { 
      "query": null 
    } 
  }, 
  "projection": null, 
  "downsampling": "NONE", 
  "outputFormat": "JSON" 
} 
* These values depend on the test execution timestamp 
 

Expected 
Result 

1. The query does not return any data. 

 
Identificator TI.14 

@DisplayName Reverse order 

Description The test validates that the query API can return results sorted in 
descending order based on the value of the "t" field 

Scenario 1. There is a registered user. 
2. A valid session token is available. 
3. There is a ThingType with a DocumentDefinition according to 

Figure 39. 
4. There is a Thing of this ThingType. 
5. The dataset illustrated in Figure 43 has been stored. 

Process 2. The POST request to documents/query is made 
  

{ 
  "thingsIds": null, 
  "thingsExternalIds": [ 
    "testThingEid14-Jan-2023-140312-GMT" 
  ], 
  "start": 1610632995440, 
  "end": 1610633000484, 
  "limit": null, 
  "sort": "ASCENDING", 
  "documents": { 
    "testDD": { 
      "query": null 
    } 
  }, 
  "projection": null, 
  "downsampling": "NONE", 
  "outputFormat": "JSON" 
} 
 
* These values depend on the test execution timestamp 
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Expected result 1. The query returns the data from the dataset illustrated in Figure 
43 in ascending order based on the value of the "t" field. 

 
 
Identificator TI.15 

@DisplayName String filter 1 

Description The test validates that an equality filter can be applied to a string field. 

Scenario 1. There is a registered user. 
2. A valid session token is available. 
3. There is a ThingType with a DocumentDefinition according to 

Figure 39. 
4. There is a Thing of this ThingType. 
5. The dataset illustrated in Figure 43 has been stored. 

Process 3. The POST request to documents/query is made 
  

{ 
  "thingsIds": null, 
  "thingsExternalIds": [ 
    "testThingEid14-Jan-2023-082654-GMT" * 
  ], 
  "start": 1610614795228, * 
  "end": 1610614800252, * 
  "limit": null, 
  "sort": "ASCENDING", 
  "documents": { 
    "testDD_anidated": { 
      "query": {"==":[{"field":"str"},"!!!!"]} 
    } 
  }, 
  "projection": null, 
  "downsampling": "NONE", 
  "outputFormat": "JSON" 
} 
* These values depend on the test execution timestamp 
 

Expected result 1. For the created Thing, all Documents belonging to the dataset 
illustrated in Figure 43 are returned where the "str" field has the 
value "!!!!!" 

 
Identificator TI.16 

@DisplayName String filter 2 

Description The test validates that an equality filter can be applied to a string field. 

Scenario 1. There is a registered user. 
2. A valid session token is available. 



D3.5 Cloud-based Data Management System   
 
 

 

67 

The project leading to this application has received funding from the European Union’s 
Horizon 2020 research and innovation programme under grant agreement No 958274 

 

3. There is a ThingType with a DocumentDefinition according to 
Figure 39. 

4. There is a Thing of this ThingType. 
5. The dataset illustrated in Figure 43 has been stored. 

Process 1. The POST request to documents/query is made 
{ 
  "thingsIds": null, 
  "thingsExternalIds": [ 
    "testThingEid14-Jan-2023-082654-GMT" * 
  ], 
  "start": 1610614795228, * 
  "end": 1610614800252, * 
  "limit": null, 
  "sort": "ASCENDING", 
  "documents": { 
    "testDD_anidated": { 
      "query": {"==":[{"field":"str"},"teststr1"]} 
    } 
  }, 
  "projection": null, 
  "downsampling": "NONE", 
  "outputFormat": "JSON" 
} 
* These values depend on the test execution timestamp 
 

Expected result 1. For the created Thing, all Documents belonging to the dataset 
illustrated in Figure 43 are returned where the "str" field has the 
value "teststr1" 

 
 
Identificator TI.17 

@DisplayName Int filter 1 

Description The test validates that a less than or equal filter can be applied to an 
integer field. 

Scenario 1. There is a registered user. 
2. A valid session token is available. 
3. There is a ThingType with a DocumentDefinition according to 

Figure 39. 
4. There is a Thing of this ThingType. 
5. The dataset illustrated in  Figure 43 has been stored. 

Process 2. The POST request to documents/query is made 
{ 
  "thingsIds": null, 
  "thingsExternalIds": [ 
    "testThingEid14-Jan-2021-082654-GMT" * 
  ], 
  "start": 1610614795228, * 
  "end": 1610614800252, * 
  "limit": null, 
  "sort": "ASCENDING", 
  "documents": { 
    "testDD_anidated": { 
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      "query": {"<=":[{"field":"int"},"0"]} 
    } 
  }, 
  "projection": null, 
  "downsampling": "NONE", 
  "outputFormat": "JSON" 
} 
 
* These values depend on the test execution timestamp 
 

Expected result 2. For the created Thing, all Documents belonging to the dataset 
illustrated in Figure 43 are returned where the "int" field has a 
value lower or equal to 0. 

 
 
Identificator TI.18 

@DisplayName Int filter 2 

Descripction The test validates that a greater than or equal filter can be applied to an 
integer field. 

Scenario 1. There is a registered user. 
2. A valid session token is available. 
3. There is a ThingType with a DocumentDefinition according to 

Figure 39. 
4. There is a Thing of this ThingType. 
5. The dataset illustrated in Figure 43. 

Process 3. The POST request to documents/query is made 
{ 
  "thingsIds": null, 
  "thingsExternalIds": [ 
    "testThingEid14-Jan-2023-082654-GMT" * 
  ], 
  "start": 1610614795228, * 
  "end": 1610614800252, * 
  "limit": null, 
  "sort": "ASCENDING", 
  "documents": { 
    "testDD_anidated": { 
      "query": {">=":[{"field":"int"},"0"]} 
    } 
  }, 
  "projection": null, 
  "downsampling": "NONE", 
  "outputFormat": "JSON" 
} 
 
* These values depend on the test execution timestamp 
 

Expected result 1. For the created Thing, all Documents belonging to the dataset 
illustrated in Figure 43 are returned where the "int" field has a 
value bigger or equal to 0. 
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Identificator TI.19 

@DisplayName Int filter 3 

Description The test validates that an equality filter can be applied to an integer 
field. 

Scenario 1. There is a registered user. 
2. A valid session token is available. 
3. There is a ThingType with a DocumentDefinition according to 

Figure 39. 
4. There is a Thing of this ThingType. 
5. The dataset illustrated in Figure 43  has been stored. 

Process 4. The POST request to documents/query is made 
{ 
  "thingsIds": null, 
  "thingsExternalIds": [ 
    "testThingEid14-Jan-2021-082654-GMT" * 
  ], 
  "start": 1610614795228, * 
  "end": 1610614800252, * 
  "limit": null, 
  "sort": "ASCENDING", 
  "documents": { 
    "testDD_anidated": { 
      "query": {">=":[{"field":"int"},"0"]} 
    } 
  }, 
  "projection": null, 
  "downsampling": "NONE", 
  "outputFormat": "JSON" 
} 
* These values depend on the test execution timestamp 
 

Expected result 1. For the created Thing, all Documents belonging to the dataset 
illustrated in Figure 43 are returned where the "int" field has a 
value equal to 0. 

 
 
Identificator TI.20 

@DisplayName Limit 

Description The test validates that there are no data points preceding the 
introduced data. 

Scenario 1. There is a registered user. 
2. A valid session token is available. 
3. There is a ThingType with a DocumentDefinition according to 

Figure 39. 
4. There is a Thing of this ThingType. 
5. The dataset illustrated in Figure 43 has been stored. 

Process 5. The POST request to documents/query is made 
{ 
  "thingsIds": null, 
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  "thingsExternalIds": [ 
    "testThingEid14-Jan-2023-115138-GMT"* 
  ], 
  "start": null, 
  "end": null, 
  "limit": 3, 
  "sort": "ASCENDING", 
  "documents": { 
    "testDD": { 
      "query": null 
    } 
  }, 
  "projection": null, 
  "downsampling": "NONE", 
  "outputFormat": "JSON" 
} 
*  These values depend on the test execution timestamp. 
 

Expected result 1. For the created Thing, the first 3 Documents belonging to the 
dataset illustrated in Figure 7: Dataset for 
SimpleDataQueryTest.java are returned, ordered by timestamp 
in descending order 

 
Identificator TI.21 

@DisplayName Limit reversed 

Description The test validates that there are no data points earlier than the 
introduced data. 

Scenario 1. There is a registered user. 
2. A valid session token is available. 
3. There is a ThingType with a DocumentDefinition according to 

Figure 39. 
4. There is a Thing of this ThingType. 
5. The dataset illustrated in Figure 43 has been stored. 
 

Process 6. The POST request to documents/query is made 
 
{ 
  "thingsIds": null, 
  "thingsExternalIds": [ 
    "testThingEid14-Jan-2023-115138-GMT"* 
  ], 
  "start": null, 
  "end": null, 
  "limit": 3, 
  "sort": "DESCENDING", 
  "documents": { 
    "testDD": { 
      "query": null 
    } 
  }, 
  "projection": null, 
  "downsampling": "NONE", 
  "outputFormat": "JSON" 
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} 
* These values depend on the test execution timestamp 
 

Expected result 1. For the created Thing, the first 3 Documents belonging to the 
dataset illustrated in Figure 43 are returned, ordered by 
timestamp in descending order 

 
 

7.8. ThingTest.java 
 
This test bench aims to validate that the operations performed with the Thing entity function 
correctly. 
 
Identificator TI.23 

@DisplayName Create a thing and retrieve it paginated and by ID 

Description The test validates that it is possible to create a Thing and that the 
methods of the API for pagination and querying by Thing ID work 
correctly. 

Scenario 1. There is a registered user. 
2. A valid session token is available. 
3. There is a ThingType. 

Process 1. A Thing is created using the POST call to the /thing/create with 
the content: 

{ 
  "id": 0, 
  "name": "testThing", 
  "description": "testThingDesc", 
  "externalId": "testThingEid", 
  "parent": null, 
  "parentHistory": null, 
  "children": null, 
  "gateway": null, 
  "type": { 
    "id": 158, * 
    "name": "testTT", 
    "description": "testTTDesc", 
    "documents": [], 
    "enabled": true 
  }, 
  "timeZone": null, 
  "timeZoneHistory": null, 
  "enabled": null, 
  "metadata": null, 
  "precomputedSensorAggregations": null 
} 
 

2. The Things are paginated by making a POST call to the endpoint 
thing/pageWithLastDocuments with the body  
{"offset":0,"pageSize": 5} 

3. The Thing is queried by its identifier through a call to the endpoint 
thing/withLastDocuments/id/159* 
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*  These values depend on the test execution timestamp 
 

Expected result 1. Step 1 returns an object of type Thing with an associated 
identifier. 

2. Step 2 returns a list of Things with a single element corresponding 
to the Thing created in step 1. 

3. Step 3 returns an object of type Thing corresponding to the Thing 
created in step 1. 

 

7.9. ThingTypeTest.java 
Este banco de pruebas persigue validar que las operaciones realizadas con la entidad 
ThingType funcionan correctamente. 
 
Identifier TI.24 

@DisplayName Create a thing type and retrieve it paginated and by ID 

Description The test validates that it is possible to create a ThingType and that the 
methods of the API for pagination and querying by ThingType ID work 
correctly 

Scenario 1. There is a registered user. 
2. A valid session token is available. 

Process 1. A ThingType is created using the POST call to the 
/thingType/create with the content: 

 
{ 
  "id": 0, 
  "name": "testTT", 
  "description": "testTTDesc", 
  "documents": null, 
  "enabled": null 
} 

2. The ThingTypes are paginated by making a POST call to the 
endpoint thingType/pageWithLastDocuments with the body  
{"offset":0,"pageSize": 5} 

3. The ThingType is queried by its identifier through a call to the 
endpoint thingType/withLastDocuments/id/162* 
 

*  These values depend on the test execution timestamp 
 

Expected 
Result 

1. Step 1 returns an object of type ThingType with an associated 
identifier. 

2. Step 2 returns a list of ThingTypes with a single element 
corresponding to the ThingType created in step 1. 

3. Step 3 returns an object of type ThingType corresponding to the 
ThingType created in step 1. 

 
Identifier TI.25 

@DisplayName Create a thing type and retrieve it paginated and by ID 
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Description La The test validates that it is possible to create a ThingType and that 
the methods of the API for pagination and querying by ThingType ID 
work correctly 

Scenario 1. There is a registered user. 
2. A valid session token is available. 

Process 1. A ThingType is created using the POST call to the 
/thingType/create with the content: 

{ 
  "id": 0, 
  "name": "testTT", 
  "description": "testTTDesc", 
  "documents": null, 
  "enabled": null 
} 

2. The ThingType is modified by making a call to the 
"thingType/update" endpoint with the content 

{ 
  "id": 164, 
  "name": "testTTUpdated", 
  "description": "testTTDescUpdated", 
  "documents": [], 
  "enabled": true 
} 
 

3. The ThingType is queried by its identifier through a call to the 
endpoint thingType/withLastDocuments/id/164* 

 
* These values depend on the test execution timestamp 
 

Expected 
Result 

1. Step 1 returns an object of type ThingType with an associated 
identifier. 

2. Step 3 returns an object of type ThingType corresponding to the 
ThingType created in step 1 with the modifications applied in step 
2. 

 
Identifier TI.26 

@DisplayName Disable existing TT 

Description The test validates that the enable/disable endpoints of a ThingType 
function correctly. 

Scenario 1. There is a registered user. 
2. A valid session token is available. 

Process 1. A ThingType is created using the POST call to the 
/thingType/create with the content: 

{ 
  "id": 0, 
  "name": "testTT", 
  "description": "testTTDesc", 
  "documents": null, 
  "enabled": null 
} 

3. The ThingType is disabled by making a PUT call to 
"thingType/166*/setStatus/false." 
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4. The ThingType is queried by its identifier through a call to the 
"thingType/166*" endpoint. 

5. The ThingType is enabled by making a PUT call to 
"thingType/166*/setStatus/true." 

6. The ThingType is queried by its identifier through a call to the 
"thingType/166*" endpoint. 

* These values depend on the test execution timestamp 
 

Expected 
Result 

1. Step 3 returns an object of type ThingType with the "enabled" 
value set to false. 

2. Step 5 returns an object of type ThingType with the "enabled" 
value set to true. 

 
Identifier TI.27 

@DisplayName Associate a DD with a TT 

Description The test validates that it is possible to associate a ThingType with a 
DocumentDefinition. 

Scenario 1. There is a registered user. 
2. A valid session token is available. 

Process 1. A ThingType is created using the POST call to the 
/thingType/create with the content: 

{ 
  "id": 0, 
  "name": "testTT", 
  "description": "testTTDesc", 
  "documents": null, 
  "enabled": null 
} 

2. The ThingType is queried by its identifier through a call to the 
"thingType/178*" endpoint. 

3. A DocumentDefinition is created by making a call to the 
"documentDefinition/create" endpoint with the content according 
to Figure 41. 

4. The DocumentDefinition is associated with the ThingType by 
making an API call to 
"thingType/178/associateDocumentDefinition/testDD." 

5. The ThingType is queried by its identifier through a call to the 
"thingType/178*" endpoint. 

* These values depend on the test execution timestamp 
 

Expected 
Result 

1. Step 2 returns an object of type ThingType without any 
associated DocumentDefinition. 

2. Step 3 returns a DocumentDefinition with an associated identifier. 
3. Step 5 returns an object of type ThingType with the 

DocumentDefinition created in step 3 associated. 
 
Identifier TI.28 

@DisplayName Associate a DD with a TT, Dis-associate it and associate again 

Description The test validates that it is possible to associate a ThingType with a 
DocumentDefinition, disassociate it, and associate it again. 
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Scenario 1. There is a registered user. 
2. A valid session token is available. 

Process 1. A ThingType is created using the POST call to the 
/thingType/create with the content: 

{ 
  "id": 0, 
  "name": "testTT", 
  "description": "testTTDesc", 
  "documents": null, 
  "enabled": null 
} 

2. The ThingType is queried by its identifier through a call to the 
"thingType/181*" endpoint. 

3. A DocumentDefinition is created by making a call to the 
"documentDefinition/create" endpoint with the content according 
to Figure 41. 

4. The DocumentDefinition is associated with the ThingType by 
making an API call to 
"thingType/181/associateDocumentDefinition/testDD." 

5. The ThingType is queried by its identifier through a call to the 
"thingType/181*" endpoint. 

6. The DocumentDefinition is disassociated from the ThingType by 
making an API call to 
"thingType/181/disassociateDocumentDefinition/testDD." 

7. The ThingType is queried by its identifier through a call to the 
"thingType/181*" endpoint. 

8. The DocumentDefinition is associated with the ThingType again 
by making an API call to 
"thingType/181/associateDocumentDefinition/testDD." 

9. The ThingType is queried by its identifier through a call to the 
"thingType/181*" endpoint. 
 

* These values depend on the test execution timestamp 
 

Expected 
Result 

1. Step 5 returns an object of type ThingType with the 
DocumentDefinition created in step 3 associated. 

2. Step 7 returns an object of type ThingType without any 
associated DocumentDefinition. 

3. Step 9 returns an object of type ThingType with the 
DocumentDefinition created in step 3 associated. 

 

 Annex C: Docker  
 
 
version: "3.8" 
 
volumes: 
 ausa-jwk: 
  external: true 
 
networks: 
  iot_network: 
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    external: true 
  proxy-network: 
    external: true 
services: 
  ################################################# 
  ##############Coordination Module################ 
  ################################################# 
  iot-cm: 
    image: gitlab.local.eurecat.org:5050/sms/iot-platform/coordination-module:latest 
    volumes: 
      - ./iot-config.yaml:/app/config.yaml 
      - ausa-jwk:/jwk_pk_folder 
    restart: always 
    logging: 
      driver: "json-file" 
      options: 
        max-size: "500M" 
        max-file: "18" 
    healthcheck: 
      test: curl -Is localhost:4200 | head -n 1 | grep 404 || exit 1 
    networks: 
      iot_network: 
        aliases: 
          - iways-cm 
  ################################################# 
  ##############persistence_module################ 
  #################################################       
  iot-persistance: 
    image: gitlab.local.eurecat.org:5050/sms/iot-platform/persistance-module:latest 
    volumes: 
      - ./iot-config.yaml:/app/config.yaml 
    restart: always 
    logging: 
      driver: "json-file" 
      options: 
        max-size: "500M" 
        max-file: "18" 
    depends_on: 
      iot-cm: 
        condition: service_healthy   
    networks: 
      iot_network: 
        aliases: 
          - iways-persistance 
 
  ################################################# 
  ##############iot-interface###################### 
  #################################################      
  iot-interface: 
    image: gitlab.local.eurecat.org:5050/sms/iot-platform/iot-interface:latest 
    volumes: 
      - ./iot-config.yaml:/app/config.yaml 
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    restart: always 
    depends_on: 
      iot-cm: 
        condition: service_healthy   
    networks: 
      iot_network: 
        aliases: 
          - iways-interface 
    logging: 
      driver: "json-file" 
      options: 
        max-size: "500M" 
        max-file: "18" 
      
Figure 44 Docker compose configuration of iWAYS IoT Platform 

 
application: 
  project: iways 
 
  mqtt: 
    uri: tcp://mqtt:1883 
    user: XXXXXXXX 
    password: XXXXXXXX 
  iot_interface_broker: mqtt 
  internal_broker: mqtt 
   
  coordination_module: 
    url: http://iways-cm 
    port: 4200 
    user: XXXXXXXX 
    password: XXXXXXXX 
    secret: XXXXXXXX 
    expiresIn: 3600 
    authPath: /app/jwk.json 
 
  timeout: 50000 
  persist_incoming_data: true 
  ignore-druid-queries: true 
  start_stomp_server: false 
  server.port: 4200 
  create-db: true # metadata 
  create-data-db: false 
  data-db: "POSTGRES" # DRUID/POSTGRES/NONE 
  guessIncommingDocumentDefinitionFromPayload: false 
 
  #A month 
  session-duration-minutes: 438290639 
 

status_checker: 
  test_thing_root_id: 3 
  notifiers: 
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    telegram: 
      apiToken: 1361899053:AAEkSnx8wHn_cbT2d4ah4qYmxy9oNmZjsZ0 
      chatId: -425686947 
      prefix: "Watchdog rock 1" 
 
    slack: 
      url: "https://hooks.slack.com/services/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" 
      prefix: "Watchdog rock 3" 
 
datasources: 
  metadata: 
    datasource: 
      url: jdbc:postgresql://shared-postgres10:5432/iways2023_metadata 
      username: XXXXXXXX 
      password: XXXXXXXX 
      driver-class-name: org.postgresql.Driver 
      pgsql: 
        bin: 'psql' 
    jpa: 
      hbm2ddl: 
        auto: update 
      show-sql: true 
      #update 
      generate-ddl: true 
      database-platform: org.eurecat.iot.coordination_module.configs.CustomPostgresSqlDialect 
      current: 
        session: 
          context: 
            class: org.springframework.orm.hibernate5.SpringSessionContext 
      batch: 
        size: 20 
      properties: 
        hibernate: 
          enable_lazy_load_no_trans: true 
  data: 
    datasource: 
      url: jdbc:postgresql://shared-timescale:5432/iways2023_data 
      username: XXXXXXXX 
      password: XXXXXXXX 
      driver-class-name: org.postgresql.Driver 
      pgsql: 
        bin: 'psql' 
 
log4j: 
  Configuration: 
    Properties: 
      Property: 
        - name: default_pattern 
          value: '%d %-4r [%t] %-5p %c %x - %m%n' 
    Appenders: 
      Console: 
        PatternLayout: 
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          pattern: ${default_pattern} 
        name: Console 
        target: SYSTEM_OUT 
 
    Loggers: 
      Root: 
        level: debug 
        AppenderRef: 
          - ref: Console 
 
      
Figure 45 iWAYS IoT Platform configuration 
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